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Managed Authentication  
—Token Options

Managed Authentication —Token Options 

An organization can select the token option most appropriate for their users and security policies. 

Hard Token Managed Authentication

Tata Communications’ hardware token, provided by RSA, is 
a physical device that generates a One-Time Password (OTP) 
every 60 seconds. Tata Communications supports complete 
end-to-end deployment and management of these tokens 
by administering the procurement, provisioning, application 
integration and end-user support.    

_ Unique time-synchronous approach automatically changes 
 the user’s password every 60 seconds 
_ RSA SecurID® authentication is built upon the Advanced 
 Encryption Standard (AES) algorithm, a recognized 
 standard that is continuously scrutinized and challenged 
 by cryptologists around the world to ensure its strength 
 and dependability
_ RSA SecurID Tokens support interoperability with over 
 350 partner applications, including VPN, wireless, network 
 communications, web applications and more
_ Token replacement and emergency token code provided to 
 ensure continuity of service 

Soft Token Managed Authentication

Tata Communications’ Soft Token Authentication has been 
developed to help companies authenticate users securely 
and conveniently without additional security hardware. Users 
are no longer required to carry around multiple multiple 
hardware tokens. Instead, users can install token software on 
their existing cell phones, PDAs or desktops.

_ Mobile token software can be easily installed on the user’s 
 mobile device and run on  Blackberry, iPhone, or any Java 
 enabled mobile device
_ No replacement costs incurred — soft tokens from Tata 
 Communications never expire
_ Cellular network connectivity or SMS client are not required 
 to generate token codes
_ Multiple integration points for existing application and 
 services (HTTPS Servlet, Radius, Secure Web Services)
_ Supports multiple tokens on a single device


