


Managed IDPS

Flexible Service

We support the industry's widest range of platforms from
leading providers, including Cisco, McAfee, Tipping Point
(3Com) and IBM ISS.

Expert Staff

Our Security Services Operation Center (SSOC) is staffed with
trained and experienced security professionals who monitor
and manage your services 24x7x365. The SSOC is a standard-
built global operation center and your single point of contact
for all your support needs.

Comprehensive Intelligence

Our expert staff use advanced systems that provide
accelerated log aggregation, advanced correlation and event
prioritization to reduce the complexity and burden of manual
data analysis and improve the accuracy of security event
identification, incident escalation and remediation.

Industry-Leading SLAs
Tata Communications provides money-back guarantees on

the performance and responsiveness of our Managed IDPS
service.

Service Features Standard Level Select Level

Policy Configuration Critical attacks, DOS, worms All attack activity, suspicious
activity, network misuse

Policy Change 24 Hrs 8 Hrs
Incident Identification Guarantee 30 minutes 15 minutes
Security Content Update Guarantee Begin application within 72 Hrs Begin application within 48 Hrs
Monthly Vulnerability Assessment 11P 2 IPs
Intrusion Prevention v v
Automated Security Event Monitoring v v
Security Incident Alerting v v
Extended Log Archival 1Year 7 years
Device Management v v
Health and Availability Monitoring v v
Application/OS Upgrades v v
Customer Portal Access v v
OOB Access Required Optional Required

For more information about Managed Security Services, please visit:
www.tatacommunications.com/contact or email security.solution@tatacommunications.com

www.tatacommunications.com

© 2008 Tata Communications Transformation Services Ltd. All Rights Reserved.

2P_TC_managed-idp_ver1.0_oct-2008



