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Penetration Testing

Engagement Model

A four-step model maximizes each project’s success:

Scoping Questions – a customized questionnaire outlines 
key network applications, users, roles, and their suitability 
for testing. The model also includes an internal vulnerability 
assessment, testing questions, and a defense assessment 
to help compare Tata Communications’ fi ndings against 
established controls and policies.

Penetration Testing – four-step testing methodology 
employs host identifi cation and service discovery, 
vulnerability identifi cation, vulnerability exploit assessment, 
and a false-positive analysis.

Report Presentation - a comprehensive report of fi ndings, 
including technical details, screen shots, and a benchmark 
comparison.

Review and Planning -  testing experts meet with client 
teams to review report details, exposed vulnerabilities, 
and associated business risks. Remediation efforts are 
also prioritized.

Key Service Features

_ Determine effectiveness of security safeguards and controls 
_ Identify high risk devices, systems, applications, and 
 services
_ Simulate targeted hacker attacks
_ Assess vulnerability through various exploit techniques
_ Conduct full control check at all layers of the OSI stack 
 (layers 1-7)
_ Provide comprehensive reporting

Key Benefi ts

_ Discover and address vulnerabilities before criminal 
 activity occurs 
_ Understand and reduce the impact, frequency, and severity
 of security incidents
_ Meet compliance and regulatory requirements that require 
 security assessments
_ Protect information assets from accidental or directed 
 misuse
_ Show documented justifi cation for ongoing security 
 expenditures
_ Optimize and prioritize resources used to remediate 
 vulnerabilities
_ Gain peace of mind about security safeguards, controls, 
 and policies
_ Leverage Tata Communications’ expertise and economies 
 of scale


