


Vulnerability

Management Service

Four Distinct Service Levels
Four service levels provide flexibility for customers.

Fast Start for organizations in emerging markets with
modest-sized networks and aggressive budgets that require
enterprise-class vulnerability management capabilities.

Standard for enterprises that choose to manage
vulnerabilities in-house, provides comprehensive capabilities
but retains administrative responsibilities within the
organization.

Select for enterprises that choose to have Tata
Communications administer  discovery, configuration,
vulnerability detection, and reporting tasks to reduce the
burden on in-house IT staff.

Premium for enterprises that choose to have Tata
Communications administer  discovery, configuration,
vulnerability detection, and reporting tasks to reduce the
burden on in-house IT staff and provide ongoing advisory
services to appropriately prioritize mitigation activities.

Key Service Features

_ Network mapping provides rapid, accurate detection and
identification of networked assets

_ Scheduled, automated discovery and internal and
external scanning provide 360-degree view of networks
and vulnerabilities

Customized scans for specific ports, services and/
or vulnerabilities match scanning activity to the relative
importance of each device

Customized timing of scans balances network and device
bandwidth consumption against system performance
requirements

Customized reports provide comprehensive information
for IT staff for rapid decision-making on remediation
Trending and differential reporting identify assets that
have higher degrees of exposure through volume or age of
vulnerabilities

Daily signature updates and checks to enable detection of
newly discovered vulnerabilities

Web-based portal provides easy access to reports
24XTX365 live customer support

Multiple service levels to best address an organization's
unique requirements

Key Benefits

Proactive, early warning, security intelligence prevents
unnecessary downtime

Structured, auditable procedures
vulnerabilities and reduce business risk
Turnkey deployment requires no software to install, update
or maintain, and offers lowest cost of operation

Stretches capacity of internal IT staff by outsourcing
tactical but intense vulnerability assessment and research
activities

detect security

For more information about Managed Security Services, please visit:
www.tatacommunications.com/contact or email security.solution@tatacommunications.com
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