











The Downside to Cloud-based Security

There are several caveats to choosing cloud-based security options. For example, certain solutions are simply
more effective if deployed inside the network, such as intrusion detection and prevention systems, application
firewalls and data encryption. In the case of data encryption, data must be encrypted before it leaves the network
so a cloud-based solution is obviously inappropriate. Also, if an organization expresses serious reservations about
outsourcing security functions, security from the cloud will be considered high risk amongst company decision-
makers — no matter how compelling the financial or customer service considerations are. In addition, cloud-
based solutions may be deemed too constraining where significant customization is required to suit a particular
company's needs.

For smaller companies, in particular, the considerations listed above are unlikely to be relevant. Small companies
typically utilize several, key security capabilities, including firewall/UTM, email filtering, antivirus and URL filtering,
which are all readily available in a cloud-based solution format. Also, the types of policies that small companies
normally implement are preconfigured for most products and cloud-based solutions, so customization is not an issue.

Some companies also worry about the degree to which customers' data is protected when cloud-based solutions
are used. However, cloud-based security solutions do not store business data, but rather, store logs of events
that occur within individual security solutions. Questions have also been raised about the identity management
mechanisms used to validate users in business applications. Cloud-based security solutions, however, do not
hold user accounts linked to a company’s business users and, under most circumstances, this data is completely
transparent to users.



The Cloud's Silver Lining

For security vendors, it is less expensive to provision capability in the cloud for hundreds of customers than it is to
develop the equivalent product solution and deliver it via an appliance. These cost savings are implicitly shared with
customers in the form of lower cost of ownership. For small- to medium-sized companies, this means that cloud-
based security solutions will grow more prevalent over time, with more choices available. For organizations that
have not evaluated cloud-based security for several years, today may be a good time to revisit these solutions. As
cloud-based security solutions grow and mature, more creative options will be developed and prices will decrease
as more security vendors develop comparable solutions.

About Tata Communications

Tata Communications offers both premise-based and cloud-based security solutions for organizations of all
sizes. Tata Communications' security solutions enable companies to find the right balance between cost,
performance and operational objectives with a solution tailored to their unique technology requirements.
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Tata Communications offers both premise-based and cloud-based security solutions for organizations of all sizes. Tata Communications’
security solutions enable companies to find the right balance between cost, performance and operational objectives with a solution
tailored to their unique technology requirements.

Tata Communications Limited along with its global subsidiaries (Tata Communications) is a leading global provider of the new world
of communications. The company leverages its Tata Global Network, vertical intelligence and leadership in emerging markets, to deliver
value-driven, globally managed solutions to the Fortune 1000 and mid-sized enterprises, service providers and consumers.

The Tata Communications portfolio includes transmission, IP, converged voice, mobility, managed network connectivity, hosted data
center, communications solutions and business transformation services to global and Indian enterprises & service providers as well as,
broadband and content services to Indian consumers. The Tata Global Network encompasses one of the most advanced and largest
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square feet of data center space. Tata Communications serves its customers from its offices in 80 cities in 40 countries worldwide.
Tata Communications has a strategic investment in South African operator Neotel, providing the company with a strong anchor
to build an African footprint.

The number one global international wholesale voice operator and number one provider of International Long Distance, Enterprise Data
and Internet Services in India, the company was named “Best Wholesale Carrier" at the World Communications Awards in 2006 and
was named the “Best Pan-Asian Wholesale Provider” at the 2007 Capacity magazine Global Wholesale Telecommunications Awards
for the second consecutive year.

Becoming the leading integrated provider to drive and deliver a new world of communications, Tata Communications became
the unified global brand for VSNL, Tata Communications, Teleglobe, Tata Indicom Enterprise Business Unit and CIPRIS on February 13,
2008.

Tata Communications Ltd. is a part of the $29 billion Tata Group; it is listed on the Bombay Stock Exchange and the National Stock
Exchange of India and its ADRs are listed on the New York Stock Exchange (NYSE: TCL).
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