

















MSSPs and the Link to Compliance

Any of the above security approaches may enable a firm to meet the ISO 27001 standard. However, when responsibilities
are kept in-house, a company also accepts the responsibility for periodically undergoing an ISO 27001 audit. Except for
very large firms, the total cost associated with procuring, implementing, configuring, managing and monitoring the
solutions will invariably prove higher than consulting an integrator or Managed Security Service Provider (MSSP).

Integrators may deliver a complete solution, but often place tremendous reliance on people and minimal reliance on
repeatable processes. The impact of this choice on monitoring reduces the accuracy in identifying potential security
incidents, leading either to overworked security analysts chasing too many false alarms or to missed incidents.

MSSPs overcome the challenges posed by integrators due to a balanced mix of people, processes and technology -
with processes and technology deployed to maximum effect. Security analysts pick up where technology and
processes leave off, performing tasks that cannot occur automatically. Moreover, MSSPs typically undergo ISO 27001
audits on a reqgularly scheduled basis, removing responsibility from their customers. The combined skills, flexibility
and experience that MSSPs offer makes managed security a pragmatic approach to meet compliance requirements
that are driven by internal mandates and by customers.

Securing Entry to a Global Economy

Global firms interested in building operations within the U.S. and Europe require demonstrable security processes and
procedures to satisfy increased pressure for comprehensive compliance with industry and statutory standards. For
example, although a French bank might be headquartered in Paris, the organization must comply with U.S. regulations
if it wishes to sell financial products and services to U.S. customers. If companies cannot comply, heavy fines and
penalties are the result for those caught in violation. Regulations exist in many industries, making compliance a must
for all global businesses.

Similarly, ISO 27001 — the standard for security best practices — demonstrates a company'’s readiness from a security
perspective. For many firms, the most straightforward route to ISO 27001 certification is through an MSSP that has
already achieved certification on its own and can provide the necessary services faster and with greater expertise
than a company unfamiliar with the rigors of achieving ISO 27001 certification.

About Tata Communications
Tata Communications offers a full suite of managed security solutions for organizations of all sizes. Tata

Communications' security solutions enable companies to find the right balance between cost, performance and
operational objectives with a solution tailored to their unique technology requirements.
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Tata Communications Limited along with its global subsidiaries (Tata Communications) is a leading global provider of the new world
of communications. The company leverages its Tata Global Network, vertical intelligence and leadership in emerging markets, to deliver
value-driven, globally managed solutions to the Fortune 1000 and mid-sized enterprises, service providers and consumers.

The Tata Communications portfolio includes transmission, IP, converged voice, mobility, managed network connectivity, hosted data
center, communications solutions and business transformation services to global and Indian enterprises & service providers as well as,
broadband and content services to Indian consumers. The Tata Global Network encompasses one of the most advanced and largest
submarine cable networks, a Tier-1 IP network, connectivity to more than 200 countries across 300 PoPs and more than one million
square feet of data center space. Tata Communications serves its customers from its offices in 80 cities in 40 countries worldwide.
Tata Communications has a strategic investment in South African operator Neotel, providing the company with a strong anchor
to build an African footprint.

The number one global international wholesale voice operator and number one provider of International Long Distance, Enterprise Data
and Internet Services in India, the company was named “Best Wholesale Carrier” at the World Communications Awards in 2006 and was
named the “Best Pan-Asian Wholesale Provider” at the 2007 Capacity magazine Global Wholesale Telecommunications Awards for the
second consecutive year.

Becoming the leading integrated provider to drive and deliver a new world of communications, Tata Communications became
the unified global brand for VSNL, Tata Communications, Teleglobe, Tata Indicom Enterprise Business Unit and CIPRIS on February 13, 2008.

Tata Communications Ltd. is a part of the $29 billion Tata Group; it is listed on the Bombay Stock Exchange and the National Stock Exchange
of India and its ADRs are listed on the New York Stock Exchange (NYSE: TCL).

For further clarification or discussion, please contact Alain Bouvier at: Alain.Bouvier@tatacommunications.com.
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