





Transport Network

A Hybrid VPN solution should integrate the best transport options to meet performance objectives and costs. The
available options can be the decisive factor in choosing a private or public solution. For each region, multiple providers
and/or access types should be considered to obtain the best performance, and also to provide network resiliency and
diversity as required. The following is a non-exhaustive list of decision elements to design the transport network:

_ Transit delay - Company requirements versus Network Service Provider SLAs

_ Traffic map - Dependent on geography, data centers locations and application flows

_ Transit networks - Network Service Provider cores and peering points in each geography

_ Number of IPSec circuits - Topologies should be chosen after considering traffic flows, content location, delay
constraints, complexity of the solution

_ Hosting capabilities - Network Service Provider ability to host gateways in order to optimize the circuit-based network

The resulting transport network can be more complex than the usual cloud that describes the Enterprise Network,
because it uses several access and transit networks.

Figure 9 — The transport network (inside view)
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Edge design

Decision criteria for the access links should include:

_ Service access - Availability of local MPLS or Internet access
_ Site criticality - Required redundancy level

_ Volume - Throughput required at peak traffic hours

_ Distance - To the nearest PoP

_ Last mile access - Leased line, DSL, Cable, Ethernet, Wimax

_ Transit delay - Provider SLA pass-through and packet queuing

Backup and recovery

An IPSec VPN may be used as a backup solution for a primary MPLS connection. This configuration offers a dual (or
single) CE, dual access links and dual transport networks to the customer’s site.

This option can be used as an active or standby backup, and can also offload best-effort data through an inexpensive
broadband connection. Load-balancing capabilities can be realized by using policy-based routing, or performance
routing that takes into account the measured performance of each link.

Furthermore, this option can offer secured local access to the Internet.

Figure 10 — IPSec as a low-cost secondary link
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A disaster recovery site already connected to the Internet can be easily connected to the transport cloud. Any site's
IPSec router configuration can then be restored at a geographically diverse backup site. This router will learn the VPN
routes via a dynamic routing protocol, giving access to the customer’s whole Hybrid VPN.



Controlling the Network Architecture

Summary

Appropriate control of the network is critical to ensure application performance and user satisfaction in
the long term.

The initial network architecture should be complemented by a set of rules to control future evolution. These
rules should clarify the different requirements, constraints and solutions that have been met with the initial
design, as well as the principles to be used to create global standards.

A set of processes and tools should be defined to track network usage, network and application performance,
service availability, fault management, and managed changes required by new applications or increased
network usage.

To deliver the full cost advantages of a Hybrid VPN solution, a service provider should also provide a single
contact for all management and service assurance. A globally managed solution will ensure that no hidden
costs arise for network management tasks.

In the network computing environment, a decision at any layer has the potential to disrupt the quality of service
delivery and create dissatisfied users. A “control architecture” process should be put in place in order to standardize
and manage the infrastructure as it evolves.

The first activity in network design should be to define a network architecture and to put in place a process to keep
this architecture under control, rather than let opportunities, local initiatives or reactive problem-solving dilute the
original objectives.

A network reference (an accurate snapshot of the network in constant evolution) should then be created and
maintained to ensure knowledge of:

_ Architecture components - Transport topology, edge design, and a complete list of flows and application characteristics

_ Administrative matters - Service Providers, contracts and SLAs

_ End-to-end performance elements - Response time, network availability, service availability (this list may be
completed by the customer, an integrator or a third party)

A single function should analyze network indicators, be proactive in problem determination, and constantly optimize
the network to reduce costs and enhance end-user satisfaction. This includes, but is not limited to, Network Service
Provider performance elements such as round-trip delays, link utilization, packet loss and network downtime.

Trouble ticket reporting can be used to evaluate operational efficiency using measures such as number of incidents
by severity, mean time to repair by incident severity and end-user satisfaction ratings to assess the subjective part
of the service.

Proper control of the network architecture ensures a repeatable, scalable approach for anticipating the evolution of
the network and provides the best framework for achieving ongoing cost management.



Conclusion

Hybrid VPN solutions intelligently combine a wide range of technology, sourcing and design options that can be
adapted to the different functional, quality and economic requirements faced by customers today. Overcoming the
management challenges associated with a multi-technology, multi-access network requires the right partner who
can determine the exact needs of a customer and simplify network management by being the single source supplier,
integrator and provider of end-to-end management.



Tata Communications’
Hybrid VPN Service

Tata Communications’ Hybrid VPN service

Through its genuine Virtual Network Operator (VNO) capability, Tata Communications brings together the
procurement reach, technical skills, processes and tools required to provide a Hybrid VPN solution that
incorporates the benefits of both the MPLS and IPSec worlds.

Dealing with a single partner to provide an optimized Hybrid VPN permits operational simplicity and reduces
total cost of ownership. A single contact covers all communication needs, including ordering, implementation,
service management, troubleshooting, change management and global reporting.

Tata Communications’ Hybrid VPN uses a mix of MPLS and IPSec VPNs to provide the optimum service on a
per-site basis. By tailoring connectivity options on a per-site basis, Tata Communications provides the most
efficient and cost-effective overall solution.

Tata Communications’ VNO service extends its reach beyond its own worldwide MPLS backbone to enable
service in more than 140 countries. Third-party access is fully integrated into the managed network solution.
Using local providers directly in a number of countries reduces the overall solution cost.

The ability to use multiple local providers in the same location is also important and enables complete national
coverage as well as fully redundant and resilient solutions where required. Finally, integrated management of
third-party providers, and continuous benchmarking on price, performance and customer satisfaction, delivers
the best long-term solution to Tata Communications’ customers.

MPLS is preferred for business-critical applications that are sensitive to network congestion whenever an
MPLS PoP is close enough to minimize international long hauling. MPLS can also be provided through a third
party using network interconnections or procurement of local layer 2 access.

IPSec will be used when data services are the primary need, applications are not very sensitive to loss and
jitter, the site is in a hard-to-reach country or low cost is the driver. IPSec can also be used to back up MPLS
access or to carry the best effort traffic at a site while the critical traffic remains on the primary MPLS
access. The IPSec network design is implemented by Tata Communications' experienced network design team
to provide the best topology and routing solution.

Additionally, SSL can be added to address the needs of mobile workers.



Acronym Key

Asymmetric Digital Subscriber Line
Asynchronous Transfer Mode
Customer Edge

Class of Service

Customer Premises Equipment
Digital Subscriber Line
Differentiated Services Code Point
File Transfer Protocol

Hypertext Transfer Protocol over Secure Socket Layer
Hypertext Transfer Protocol
Internet Protocol

IP Security

Internet Service Provider

Local Area Network

Multiprotocol Label Switching
Network Address Translation

Open Shortest Path First

Provide Edge

Point of Presence

Quality of Service (packet prioritization)
Service Level Agreement

Secure Socket Layer

Transport Layer Security
Transmission Control Protocol
User Datagram Protocol

Virtual Private Network

Virtual Routing and Forwarding
Wide Area Network
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TATA

Tata Communications Limited along with its global subsidiaries (Tata Communications) is a leading global provider of the new world
of communications. The company leverages its Tata Global Network, vertical intelligence and leadership in emerging markets, to deliver
value-driven, globally managed solutions to the Fortune 1000 and mid-sized enterprises, service providers and consumers.

The Tata Communications portfolio includes transmission, IP, converged voice, mobility, managed network connectivity, hosted data
center, communications solutions and business transformation services to global and Indian enterprises & service providers as well
as, broadband and content services to Indian consumers. The Tata Global Network encompasses one of the most advanced and
largest submarine cable networks, a Tier-1 IP network, connectivity to more than 200 countries across 300 PoPs and more than one
million square feet data center space. Tata Communications serves its customers from its offices in 80 cities in 40 countries worldwide.
Tata Communications has a strategic investment in South African operator Neotel, providing the company with a strong anchor
to build an African footprint.

The number one global international wholesale voice operator and number one provider of International Long Distance, Enterprise Data
and Internet Services in India, the company was named “Best Wholesale Carrier” at the World Communications Awards in 2006 and was
named the “Best Pan-Asian Wholesale Provider” at the 2007 Capacity Magazine Global Wholesale Telecommunications Awards for the
second consecutive year.

Becoming the leading integrated provider to drive and deliver a new world of communications, Tata Communications became
the unified global brand for VSNL, Tata Communications, Teleglobe, Tata Indicom Enterprise Business Unit and CIPRIS on February 13, 2008.

Tata Communications Ltd. is a part of the $62.5 billion Tata Group; it is listed on the Bombay Stock Exchange and the National Stock
Exchange of India and its ADRs are listed on the New York Stock Exchange (NYSE: TCL).

www.tatacommunications.com
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