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Organisations grapple with the relentless surge of sophisticated cyber threats that outpace traditional
and reactive security measures. The dynamic nature of these attacks, coupled with the growing
complexity of IT landscapes, overwhelms internal security teams that often lack the resources and
expertise to proactively identify and counter evolving threats. This allows malicious intruders to linger
undetected within an organisation’s network. According to a 2023 research report, the global median
dwell time of cyber attacks is as much as 16 days. Limited access to cutting-edge technologies and
skilled threat hunting analysts leaves organisations vulnerable to malicious activities that exploit

vulnerabilities.

Our solution

Tata Communications offers a comprehensive MDR solution with Cyber Threat Hunting that provides
continuous monitoring, proactive threat identification, and expert-driven defense mechanisms to protect
organisations from malicious intruders. By leveraging advanced analytics, machine learning, and manual
and automated processes, it helps organisations neutralise potential threats and stay resilient against
known and unknown adversaries, preventing or minimising the impact of attacks.
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Exposing threats with Tata Communications

Through Tata Communications Threat Hunting, organisations gain access to retrospective threat hunting
activities tailored for their business systems, complemented by risk-based hypothesis and custom threat
hunting initiated through expert analysis of the ever-evolving global threat landscape.

Threat hunting approach

O 10C-driven retrospective hunting ) Known threats

o |(t|g:1;|V$TTP'I;I;> hunting with hypothesis )) Unknown threats

O Situational/custom hunting ) Based on trends or customer requirements

I0C-driven retrospective hunting

This is a log-based hunting methodology to identify the presence of known threat
actors. Tata Communications Threat Intel platform continuously collects, curates and
disseminates active Indicators of Compromise (IOCs) which are data sets that show
attempted/successful intrusions and attacks. Examples of IOCs include malicious IP
addresses, URLs, Domains, and Hashes, and these indicators are used in hunting queries
to perform an automated system-wide search to identify a trigger. With the trigger
successfully identified, threat hunters can perform retrospective analysis based on pre
and post-detection patterns.

100% automated IOC-driven threat hunting

Iterative TTP hunting with hypothesis (I0As, TTPs)

This includes creating a hypothesis, an assumption about the malicious activity that
might be going on in an IT environment. The threat hunting team primarily uses
Indicators of Attacks (IOAs) and Tactics, Techniques, Procedures (TTPs) of attackers
aligned to MITRE ATT&CK for creating the hypothesis. The hunting queries are
iteratively executed on the tools (such as SIEM logs, EDR logs, etc.) to identify and
report the presence of attackers inside the customer’s landscape.

100+ critical hypothetical TTP-based automated hunting based on
MITRE framework
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Situational/custom hunting

Situational/custom hunting hypotheses can emerge from various sources which include
but are not limited to:

a. Wild trends or zero-day vulnerability insights from our own threat intelligence
b. Entity-oriented leads from regulators and public sources
c. Outcomes of an enterprise’s internal risk assessment

Based on the criticality, our threat hunters create hypotheses and perform hunting.

120+ custom hunting queries covering trending malwares, ransomware
families, APT groups and vulnerability exploitation on Windows and
Linux platforms

Key benefits

Potential threats proactively uncovered by leveraging
technology and human hunting expertise

Reduced blind spots through situational awareness
enhancing threat detection and future threat hunts

Improved mean time to detect and respond with faster
identification of active threats and human or SOAR-assisted
response to control impact

Reduced adversary dwell time, operational downtime and
overall risk to the organisation through advanced detection

Improved efficiency through automated hunting and reduced
false positives by baselining normal behavior

Comprehensive and periodic reporting highlighting emerging
threats and customer exposure that aids containment
planning
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‘Major Player’ in IDC India Managed Security

Leader in NelsonHall
NEAT 2022 for Managed
Cyber Security
Services, Incident
Response &
Backup Services

Product Leader in
KupingerCole 2023
Leadership Compass
for MDR

MarketScape APAC Services Industry Excellence
Managed in Best Practices - Company
Security Services 2022 of the year 2022

For more information, visit us at www.tatacommunicatons.com

Schedule a consultation m o
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