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1.0 Introduction

An overdue change in European Union data protection

More data has been created in the past two
years than in the entire previous history of
the human race1. The total volume of data
in the world is predicted to reach 44 trillion
gigabytes1 by 2020 and it’s stored in multiple
diverse locations – from smartphones to
servers in the cloud.
Instances of misuse of this data have also
increased phenomenally. In fact, IDC predicts
that by 2020, more than 1.5 billion people,2 or
roughly a quarter of the world’s population,
will be affected by data breaches. Recent
breaches have necessitated a comprehensive
reform of the data protection regulations for
organisations who have access to, store or
process such data.
The European Union (EU) has generally
enforced stricter rules on data protection,
but its 1995 Data Protection Directive is now
outdated – it does not address the many
ways in which data is stored, collected and
transferred today. This has necessitated the
new EU General Data Protection Regulation
(GDPR).

WHYTHIS

WHITE
PAPER

?

GDPR comes into effect on May 25, 2018
with a two-fold objective. The first is to
give EU residents more control over the use
of their personal data. By strengthening
data protection legislation and introducing
stricter enforcement measures, the EU hopes
to improve trust in the emerging digital
economy. Secondly, the EU wants to give
businesses a simpler, more transparent legal
environment to operate in.
GDPR stipulates that if your organisation
collects, manages, stores or shares
customers’ personal data, you have great
privacy and data protection obligations. You
must ensure, and be able to demonstrate,
that you have taken the technical and
operational measures necessary to ensure
that personal data is completely secure.
In light of strict sanctions and heavy financial
penalties associated with non-compliance,
GDPR requires serious attention and action
from all organisations doing business across
the European Union.

This white paper offers an introduction to GDPR, its key
elements and impact on your organisation. It will also
introduce you to the implications and obligations both for
you and your partners and service providers who handle
any personal data in the EU. It also outlines the best
practices for moving to the GDPR regime for organisations
in its remit.
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2.0 What is General Data Protection
Regulation?
Overview, who it impacts, key elements

Rapid technological developments, the increasingly global nature of business and more
complex international flows of personal data have necessitated EU GDPR. This new regulation
provides standards around the importance of the personal data of EU residents, demanding
transparency from organisations, and returning power and control back to EU residents.

What types of personal data does GDPR protect?
Biometric data
Basic identity information
such as name, address and
ID numbers
Racial or ethnic data
Web data such as location,
IP address, cookie data
and RFID tags

Political opinions

Sexual orientation

Health and genetic data

Who needs to be GDPR compliant?
GDPR applies to organisations that are both 'controllers' and 'processors' of data as defined below:

Role definitions within GDPR

A controller is a
person or organisation
that determines the
purposes and means
of the processing of
personal data.

A processor is a
person or organisation
that processes personal
data on behalf of the
controller.

A data subject is a
person whose personal
data is processed.
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GDPR compliance is required by all organisations who have:
•
•
•
•

A presence in an EU country
No presence in the EU, but process the personal data of European residents
More than 250 employees
Fewer than 250 employees but its data-processing impacts the rights and freedoms of
data subjects, is not occasional or includes certain types of sensitive personal data. This
effectively means almost all organisations.

When does your organisation need to comply?
Organisations must be able to show compliance by May 25, 2018.

What will change?

Increased
territorial
scope

Privacy by
design

Redefining
consent

Right to
erasure

Appointment of
Data Protection
Officers

Mandatory
data breach
reporting

Restrictions on
data transfer

Significant
penalties
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GDPR: key elements
Increased territorial scope
The most prominent change to the regulatory landscape of data privacy
comes with the extended jurisdiction of GDPR. This will now apply to all
companies processing the personal data of data subjects residing in the
EU, regardless of the company’s location.
GDPR will also apply to the processing of personal data by controllers
and processors in the EU, regardless of whether the processing takes
place in the EU or not.
Non-EU businesses processing the data of EU residents will have to
appoint a representative in the EU who will be accountable for GDPR
compliance.

Privacy by design
At its core, ‘Privacy by Design’ calls for the inclusion of data
protection from the onset of system design, rather than as an addition.
Organisations will now be obliged to account for data privacy during
design stages of all new projects such as:
• Building new IT systems for storing or accessing personal data
• Developing a new policy
• Using data for new purposes.
GDPR now makes this design mandatory rather than advisory. Controllers
must implement appropriate technical and organisational measures to
ensure that processing safeguards the rights of the data subject. By
default, this must ensure that only the minimum and necessary personal
data for each specific purpose are processed and are not disclosed more
widely than necessary.

Redefining consent
The main thrust of GDPR is to give EU residents more control over their
personal data. It has redefined the notion of consent, asserting that it
must be stated in clear, easily understood language, and users must
know what they agree to in relation to their personal data.
The purpose of data processing must be clearly attached to that
consent, and it must be as easy to withdraw consent as it is to give it.
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Right to erasure
Also known as the ‘right to be forgotten’, this entitles the data subject to
have the controller erase their personal data, stop further dissemination
of the data, and potentially have third parties halt processing of the data.

Appointment of Data Protection Officers
Currently, controllers are required to notify their data processing
activities with local Data Protection Acts (DPAs). For multinationals,
this can be a bureaucratic nightmare, with most member states having
different notification requirements.
Under GDPR it will not be necessary to submit notifications to local DPA
authorities. Instead, a Data Protection Officer (DPO) will be appointed
for internal record requirements. A DPO will be mandatory for controllers
and processors whose operations require regular and systematic largescale monitoring of data subjects, or who handle particular categories of
data such as those relating to criminal convictions and offences.

Mandatory data breach reporting
Under the GDPR, breach notification will become mandatory in all
member states and it must occur within 72 hours of [the DPO or data
controller or organisation] first having become aware of the breach.
Along with the relevant authorities, data processors will also be required
to notify their customers, the controllers, ‘without undue delay’ after first
becoming aware of a data breach.

Restrictions on data transfer
GDPR, unlike the earlier directive, has defined the specific requirement
for transfer of personal data to a third country, which is a country besides
the one where the controller/processor or data subject resides. The
country in question must provide an adequate level of data protection.
Any judgment of a court and any decision of an administrative authority
of a third country requiring a controller or processor to transfer or
disclose personal data may only be recognised or enforceable if based
on an international agreement between that country and the European
Union.
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Significant penalties for non-compliance
A major reason for the decreasing effectiveness of the earlier data
protection directive was its lack of bite when it came to non-compliance.
Non-compliance with GDPR invites penalty amounts of either 20
million euros or 4% of yearly global revenue – whichever is higher. The
maximum fine can be imposed in case of severe infringements, e.g.
having insufficient customer consent to process data or violating the core
‘Privacy by Design’ concepts.
There is a tiered approach to fines. For example, a company can be fined
2% for not having their records in order, not notifying the supervising
authority and data subject about a breach, or not conducting a complete
impact assessment.
It is important to note that these rules apply to both controllers and
processors

CONCLUSION

There's no 'one size fits all' approach to preparing for
GDPR. Instead, each organisation will need to examine
what it needs to achieve compliance.
Organisations are expected to enact comprehensive and
proportionate governance measures to minimise the risk
of breaches and uphold the protection of personal data.
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3.0 How can you prepare for GDPR
compliance?
Steps to ensure a smooth transition

Organisations that have already implemented a high bar for compliance, security and data
privacy will find the move to GDPR simple. But for those who are yet to start their journey to
GDPR compliance, it is important to start reviewing security, compliance and data protection
processes now to ensure a smooth transition in May 2018.

11 steps to a smooth transition
1. Set a sense of urgency
Make sure that decision makers and key people in your organisation
are aware that the law is changing. The deadline is almost here, and the
penalties for non-compliance are huge.

2. Involve all internal stakeholders
Information technology departments alone can’t meet GDPR
requirements. Create a task force by including all groups – such as
marketing, sales and operations – that handle personal data to put in
checks and controls to comply with GDPR.

3. Hire or appoint a DPO
Appoint a qualified person who can ensure the protection of personal
data with no conflict of interest. In the case of smaller organisations, this
could be an external appointee.

4. Identify data repository
Document what personal data you hold, where it came from and who you
share it with. You may need to organise an internal audit.

5. Conduct a holistic risk assessment
Understand how data is accessed, processed and stored across all your
business operations and with your business partners. Assess potential
non-compliance with GDPR and the risks associated with it.
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6. Implement measures to mitigate risk
Once your organisation has identified the risks and how to mitigate them,
you must put those measures in place. For most organisations, that also
involves revising existing risk mitigation measures.

7. Review current policy and procedures
Most companies already have policies and procedures to protect data
breach, but they will need to review and update it to ensure that it aligns
with GDPR requirements which are more stringent than earlier laws.

8. Don’t forget about mobile
A sizeable percentage of employees access customer, partner and
employee personal information using mobile devices. That creates a
unique set of risks for GDPR non-compliance. Ensure GDPR compliance of
any apps or mobile devices accessing personal data.

9. Test incident response plans
GDPR requires that companies report breaches within 72 hours. Make sure
you have the right procedures in place to detect, report and investigate a
personal data breach.

10. Set up a process for ongoing assessment
You will want to ensure that you remain compliant, and that will
require monitoring and continuous improvement. Some companies are
considering incentives and penalties to ensure that employees follow the
new policies.

11. Do all of this with an eye to improving your business
Complying with GDPR requirements can bring competitive advantage as
it will boost consumer confidence. More importantly, the technical and
process improvements necessary to meet GDPR requirements should
enable efficiencies in how organisations manage and secure data.
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YOUR PARTNERS ALSO NEED TO BE

GDPR COMPLIANT

Along with implementing the right measures
to make your organisation GDPR compliant,
it is also essential to ensure your partners and
service providers are too.
Although the GDPR does not directly regulate
your partners, the obligations and requirements
imposed on your organisation will significantly
impact them.
Your partners can be network providers,
software vendors or Cloud Service Providers
(CSPs). CSPs, in particular, are often responsible
for processing and storing personal data on
their infrastructure on your behalf.
It is therefore imperative that organisations
review their existing partnerships ahead of
GDPR enforcement and create or maintain
relationships with partners that are fully
committed to compliance. Doing so will make
your transitions significantly simpler.
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4.0 Roadmap and framework for GDPR
compliance
The requirements faced and the solutions needed

Use the following short checklist to review your approach to data governance and how you
manage data security. You can assess the areas where your organisation needs maximum
focus to ensure readiness for GDPR compliance from late May 2018.

REQUIREMENTS

Territorial scope

Data governance

Data access control

User consent

Rights of data subject

SOLUTIONS NEEDED
• Maintain complete visibility and control of personal
data of EU residents, irrespective of location.
• Ensure service providers and partners within or
outside EU with access to personal data from your
organisation are GDPR compliant.
• Use personal data only for the purpose and length of
time specified by the user.
• Process data lawfully, fairly and in a transparent
manner.
• Mask and encrypt all data depending on usage and
storage state.
• Define the process and approvals for access
management.
• Ensure access is limited to authorised personnel.
• Keep a record of data access.
• Maintain data records in compliance with local laws.
• Collect and process personal data only after obtaining
explicit consent from the data subject.
• Put systems in place to verify individuals’ ages and to
obtain parental or guardian consent for any data
processing activity.
• Redesign any processes used for data collection to
meet GDPR compliance standards.
• Honour all rights of data subjects – right to access,
rectification, erasure, restriction of processing,
notification obligation, data portability etc.
• Implement robust processes for data minimisation and
data access management with built-in functionality for
easy data modification, portability and erasure.
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REQUIREMENTS

Data protection by design

Records of processing

Data Breach

Impact assessments

Data protection officers

SOLUTIONS NEEDED
• Ensure data protection by default in all processes,
carry our regular data protection impact assessments.
• Leverage data encryption, masking etc.
• Implement effective remote device management to
streamline off-site access to employees.
• Enforce advanced identity and access management
protocols to promote role-based access to data.
• Conduct vulnerability assessment and penetration
testing (VAPT) for all applications.
• Chalk out a business continuity plan for each
application.
• Maintain detailed records of all data processing.
• Cover specific required information in the records.
• Assess and ensure records are compliant with GDPR
requirements.
• Report data breaches within 72 hours to supervising
authorities and affected data subjects.
• Build efficient data breach detection and notification
mechanisms across systems.
• Conduct regular data protection impact assessments to
identify risks to users, and also detail how such risks
will be mitigated.
• Roll out an extensive compliance audit for robust risk
management.
• Appoint a DPO to oversee the data security strategy
and GDPR compliance.
• Fix accountability for data and establish effective data
governance.

GDPR compliance requires significant commitment and process changes from organisations
and their business partners. GDPR — compliant partners can play a crucial role in supporting
organisations in this transition with their knowledge, technology and innovation. The
right partnerships can convert the GDPR challenge into a huge opportunity for compliant
organisations.
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5.0 How Tata Communications can help
your GDPR journey
Our own model can support your compliance

Tata Communications is committed to GDPR compliance across cloud services. We are also
committed to helping our customers on their GDPR compliance journey by building robust
privacy and security protection into our services.
Security has always been our highest priority and is the foundation for our internationallyrecognised certifications and accreditations, demonstrating compliance with rigorous
standards:

Key certifications

ISO
27001

ISO
20000

MTCS
Level 3

To keep your
information assets
secure

International IT
Service Management
Standard

Increased security
service levels in the
cloud

HIPAA

PCI-DSS

SSAE18

US act for
safeguarding
health and medical
information

Payment Card
Industry Data
Security
Standard

Reporting and
auditing standards
for service
providers
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Our cloud and hosting solutions already have specific features
and services to ensure compliance with GDPR:
Access
management
Tata Communications has a strict review of
privileged access to infrastructure and data to
ensure a high level of control. Access review
helps mitigate the risk caused by privileged
access.
Customers have full environment access and
control over access management. We ensure
service personnel access is in line with specific
customer access request processes. We agree
on the documentation of data access procedures
in the customer’s solution document.

Network
management
Tata Communications ensures information
security for all data-in-transit. Network
segregation and zoning help isolate
customers and their data from eachother.
Data transmitted between customer devices is
encrypted through a Virtual Private Network
tunnel.

Data
encryption
Although Tata Communications provides
cloud and hosting solutions, it does not have
access to customer data. So the responsibility
of data encryption also lies with the customer.
While the customer is free to choose
any encryption service, we do offer data
encryption solutions to our customers. We
support all types of encryption without any
negative effect on data integrity.

Authentication
management
Tata Communications offers its customers a
choice of authentication mechanisms:
• Active Directory or any LDAP-based
authentication
• Two-factor authentication
• Multi-factor authentication

Dashboard view of activities
on your resources
Proactive assessment of the issues enables
the logging and monitoring of critical
infrastructure. Automatic alerts are triggered
by our Security Information and Event
Management (SIEM) application to highlight
required actions.
Customers are responsible for monitoring
their own servers and devices and have a
choice of which SIEM solution they wish to
deploy.

Data
governance
Data governance refers to an overarching
strategy that encompasses the policies,
technologies and people involved in managing
and protecting data. This ensures that only
authorised users have access to the data stored
in a cloud environment. Procedures to govern
data such as classifying data, maintaining data
ownership, secure data handling and secure
data disposal are established to prevent loss,
misuse or unauthorised disclosure of sensitive
personal data.
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Steps Tata Communications takes to establish data governance:
Data classification
Secure data according to its classification and define handling procedures.

Data ownership
Establish clear ownership of data regarding the contract between the CSP and the
customer.

Data integrity
Ensure data integrity on input, output, transmission or storage at all times.
Perform validation checks on all input/output processes and controls for
protecting authenticity and message integrity.

Data protection
Implement controls and procedures for protecting data from loss and destruction
by other tenants or CSP-authorised agents.

Data retention
•
•
•
•
•
•

Actively communicate data storage and retention policies
Implement backup and redundancy mechanisms
Enforce secure data deletion
Maintain data logs, as per laws and regulation
Ensure data backup procedures
Ensure backup encryption to protect the confidentiality of data.

We also define the frequency of testing and determination of access and storage
locations of backup.

Data disposal
Review data retention schedule to determine the minimum legal period for
keeping information.
• Dispose of all Protected Health Information when no longer needed
• Destroy, securely overwrite or reformat storage devices through a certified process
• Remove SAN disks from the logical unit number (LUN) and perform a low-level
reform on customer decommissioning. The local hard drives on the servers are
formatted using a US DoD 5220.22-M-compliant method, for which an erasure
certificate is issued.
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• Physically destroy backup media such as faulty tapes. Hand over dedicated
tapes to customers at the end of contracts.
• Return faulty hard drives under vendor replacement warranty for safe disposal
to ensure data safety. Ensure vendors follow safe disposal procedures.

Our compliance policy ensures robust controls are in place to maintain security and data
protection in the cloud. Tata Communications is trusted by organisations globally to
protect their critical information, giving them the freedom to collaborate and drive business
growth. Our unique technology supports progressive data governance solutions, enabling
organisations to have 100% visibility of their critical information and ensuring GDRP
compliance.

The shared responsibility model
Both the customer organisation and Tata Communications have essential roles in ensuring
GDPR compliance objectives. Organisations are directly responsible for their applications and
data, data access and encryption. Partners, meanwhile, are responsible for the underlying
infrastructure, physical access control and operational security.

ORGANISATION’S
RESPONSIBILITY

TATA COMMUNICATIONS’
RESPONSIBILITY

Set up logical access and security
for all your data through multi-factor
authentication

Global infrastructure and security
including hardware, software and
networking

Ensure compliance, security and
availability of your applications and
systems

Physical access and security of the
facilities including security audits of
facilities

Secure encryption of all data is an
important compliance prerequisite

Operational security configuration
of its products including OS and
databases

Disaster recovery and system
redundancy to ensure business
continuity
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6.0 Conclusion

The future of data security
GDPR is both an unprecedented challenge and opportunity for organisations
who must consider every aspect of how they work with personal data GDPR’s
implementation for handling personal data of EU residents is likely to become a
standard for handling all personal information.
The most important consideration for organisations now is to introduce data
‘Privacy by Design’ as a foundation – compliance must be built from the ground
up rather than thought of as an add-on. The key is not to see GDPR compliance as
an exercise in regulation but an investment in digital transformation.
Partnerships will be more critical than ever, and Tata Communications has taken
steps to assure customers of its own standards while assisting them on their
compliance journey. Security and compliance are core to Tata Communications’
vision to empower every organisation. We make sustained efforts to protect data
privacy and comply with complex regulations.
Using the various best practices highlighted in this white paper, we encourage
you to build a set of security policies and processes for your organisation for the
secure deployment of applications and data.

For those that require assistance, we can help organisations prepare for GDPR compliance
through our suite of assessment services covering:

GDPR

ASSESSMENT SERVICES

GDPR readiness
assessment
To gauge an organisation’s
readiness to adopt EU
GDPR obligations

GDPR deep dive
assessment
For those already GDPR
compliant to evaluate the
maturity and compliance level

Privacy impact
assessment
Across new systems or
projects
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7.0 Glossary

Definition and clarifications under GDPR
GDPR describes the roles and responsibilities of both data controllers and data processors
about the secure processing of data:
(1) ‘Personal data’ means any information relating to an identified or identifiable
natural person ('data subject'); an identifiable natural person is one who can be
identified, directly or indirectly, in particular by reference to an identifier such as
a name, an identification number, location data, an online identifier or to one or
more factors specific to the physical, physiological, genetic, mental, economic,
cultural or social identity of that natural person.
(2) 'Processing' means any operation or set of operations which is performed on
‘personal data’ or on sets of ‘personal data’, whether or not by automated means, such
as collection, recording, organisation, structuring, storage, adaptation or alteration,
retrieval, consultation, use, disclosure by transmission, dissemination or otherwise
making available, alignment or combination, restriction, erasure or destruction.
(3) 'Controller' means the natural or legal person, public authority, agency or other
body which, alone or jointly with others, determines the purposes and means of the
processing of ‘personal data’; where the purposes and means of such processing are
determined by Union or Member State law, the controller or the specific criteria for
its nomination may be provided for by Union or Member State law.
(4) 'Processor' means a natural or legal person, public authority, agency or
another body which processes ‘personal data’ on behalf of the controller.

Sources
1 - https://www.emc.com/leadership/digital-universe/2014iview/executive-summary.htm
2 - https://www.idc.com/research/viewtoc.jsp?containerId=259836
3 - https://www.csoonline.com/article/3202771/data-protection/general-data-protection-regulation-gdprrequirements-deadlines-and-facts.html
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