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S M A R T  H Y B R I D 
C L O U D

WHAT IS IT?

A hybrid Cloud solution that includes and 
links both on-  and off-premise resources 
can deliver the agility benefits coveted by 
development and business personnel, while 
also meeting the security, level of service, 
and governance requirements important for 
datacenter operations.

First off, Hybrid Cloud can be used for data 
replication both on-premise and in the 
Cloud. This use method enables businesses 
to cost efectively store large data sets, 
utilize new native databases, move data 
closer to customers, or to create a backup 
and archive solution with high redundancy. 
Migrating to s Hybrid Cloud infrastructure 
enables companies to achieve decrease 
costs and increase flexibility, scalability 
and reliability. Switching to Cloud solutions 
by deploying hybrid Cloud model helps 
to eliminate the need to make massive 
financial expenditures to handle short-term 
spikes in demand as well as allow to free up 
local resources for more sensitive data or 
applications.

Whether your business is already 
successfully running a Hybrid infrastructure 
or is just beginning to plan the migration,  
it is important to make use of the latest 
innovations and take a step further toward 
a SMART Hybrid approach. 

SMART Hybrid Cloud is based on an 
intelligent infrastructure, powered by 
latest trends in systems architecture 
an monitoring, that help you innovate, 
automate, and increase the speed of 
business. Asside from being able to tackle 
your organizations’ integration challenges it 
also makes all of your various environments 
work seamlessly with the security and 
compliance capabilities your business 
applications require. 

Many businesses are actively 
engaging in projects to deploy 
agile service delivery models 
that leverage both private and 
public Cloud service options. 
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I N F R A S T R U C T U R E  A N D 
B U S I N E S S  M A N A G E M E N T

The ABC of SMART

By combining different infrastructures 
into one system, you can achieve serious 
operational synergies.  Many businesses aim 
to take advantage of Hybrid Cloud, but only 
a few can truly understand what «hybrid» 
means when it comes to architecture and 
infrastructure requirements. The ability to 
adjust infrastructure based on business 
demand and create a common computing 
architecture that can deliver better 
reliability, optimized performance and 
greater cost efficiency is an advantage. To 
secure smooth hybrid Cloud consumption, 
businesses must pay careful attention to 
the setup of foundational components like 
identity, networking, security

A. OPTIMIZING 
THE NETWORK
The most fundamental layer of hybrid 
architecture involves connecting on-
premise and Cloud resources through a 
common network to facilitate the creation of 
a single enterprise environment and deliver 
applications and services to their respective 
users. It is crucial to extend your on-premise 
network configuration into virtual networks 
on the Cloud, so that all the resources 
operate just as if they are still part of your 
existing corporate network. After all, it does 
not make sense to deploy network-based 
services until there is sufficient network 
capacity and quality to support them.
 

Identify the level of integration 
required between traditional 
data centers and public Cloud 
platforms

Moving your business towards a 
SMART Hybrid Cloud environment of 
interconnected technology silos is not an 
immediate process. Careful planning will 
allow your business to anticipate the critical 
inflection points and to implement Hybrid 
Cloud successfully. An organization should 
look at their Cloud adoption process in 
terms of the integration of technology silos 
across four different levels: multi-provider 
management, hybrid applications, hybrid 
orchestration and hybrid infrastructure.

Managing operations, maximizing resources, 
and executing projects in persistent Hybrid 
Cloud environments remains a stress point 
for traditional internal IT departments. This 
is primarily due to loss of visibility and 
control as there is no single touch point for 
all deployments and there is a rising risks 
and concerns over data security, integrity 
and availability, as well as the lack of end-to-
end SLA support for Cloud services. Having 
a reliable partner who will design, integrate 
and manage all your Cloud platforms and 
services while maximizing the benefits of 
scalable IT is an absolute MUST nowadays. 
With the right partner, achieving both 
efficiency and innovation in all key business 
areas across the entire technology portfolio 
becomes much easier.

On their own, the public Cloud, private Cloud and dedicated servers each have their 
own merrits as valuable parts of enterprise architecture. However, what our clients 
have found is that when it comes to the Cloud, ‘one size fits all’ no longer applies. 
There are a few steps enterprises need to take to successfully integrate Cloud with 
on-premise resources: optimize the network, distribute applications, and leverage 
Cloud service providers.   

 
Invest in hybrid architectures 
to enable public Cloud 
consumption

The SMART Hybrid Cloud approach takes 
advantage of existing best practices for 
Cloud applications and infrastructure to 
innovate, automate and grow businesses. 

Hybrid Cloud adoption becomes a business 
need when applications spanning multiple 
locations are critical for the functioning 
of the company. When this happens, 
businesses should focus on the integration 
between these systems, and at the same 
time concentrating on the primary areas 
of identity management, networking, 
security and storage/data. To provide a 
seamless SMART Hybrid Cloud experience, 
organizations should address these areas 
as early as possible, because retrofitting 
necessary controls into live production 
applications can be very disruptive.

With the Microsoft Azure Cloud your business 
gets access to a variety of database and 
storage solutions that efficiently work with 
your on-premise applications to store data 
securely and reliably. Using these services 
on Azure allows your business to achieve 
the same or better control, reliability, and 
availability, as you have in your on-premise 
data centers. With Microsoft Azure Cloud 
solutions, you can feel confident that your 
business data is protected.



Identity management

it is important to maintain connectivity 
between on- and off-premise environments. 
Firstly, businesses should evaluate standards-
based identity federation solutions, such 
as Security Assertion Markup Language 
(SAML) and OpenID Connect. Secondly, 
it is important to leverage directory 
synchronization solutions to replicate users 
from on-premise directory environment to 
Cloud environment. 

Networking

Businesses often deploy Cloud services 
without revising their current wide area 
network (WAN) architecture, but some old 
WANs were not built with Cloud computing 
in mind. It is important for businesses 
to evaluate how Cloud solutions might 
impact the network. The aim is to make 
WAN infrastructure as carrier-, transport- 
and Cloud-service-provider-agnostic as 
possible to minimize lock-in and maximize 
overall business agility.

Security

It is vital to adequately assess business risks 
while migrating data and applications to the 
Cloud. Business must not forget to modify 
their securities polices established for on-
premise, to see whether they are compliant 
with solutions hosted in a third-party Cloud. 
As a next step, it is important to evaluate 
if a Cloud provider meets your polices and 
offers adequate security controls, such 
as firewalls, role-based access controls, 
encryption or tokenization.

Storage & Data

Some of the third-party Cloud providers 
do not protect or replicate data by default. 
However, there are architectural approaches 
within hybrid infrastructures that allow you 
to keep business critical data in your on-
premise environment while still leveraging 
public Cloud solutions.

The SMART Hybrid Cloud approach takes advantage of existing best 
practices for Cloud applications and infrastructure to innovate, automate 
and grow businesses. 

Hybrid Cloud adoption becomes a business need when applications 
spanning multiple locations are critical for the functioning of the company. 
When this happens, businesses should focus on the integration between 
these systems, and at the same time concentrating on the primary areas of 
identity management, networking, security and storage/data. 



consistency means having a familiar environment for developers to build 
up applications and services and having in place common management 
tools which allow professionals to choose where to store the data based 
on needs. 

Establish a data protection 
strategy that spans across your 
data center and the public 
Cloud

Corporate data in most cases is the most 
important asset a business owns. Thus, 
protecting and keeping it safe is crucial. 
Most organizations with on-premise solution 
deployments already have an effective 
data protection strategy in place. Now it 
is important to re-evaluate the focus and 
make sure it complies with the Cloud model 
requirements that the organization chose to 
deploy - SaaS, PaaS or/and IaaS.

We can talk about three main guidelines for 
evaluating a data protection strategy:

• Evaluate current on-premise data 
protection processes, recovery point 
objectives (RPOs), as well as recovery 
time objectives (RTOs). Determine 
whether any changes need to be made 
to enable and protect off-premise Cloud 
solutions. 

• Evaluate current data protection tools. 
Determine whether they can extend to 
the Cloud, or whether new tools are 
necessary. 

• Hire a third-party data protection vendor, 
that focuses on Cloud data protection.

Considering the sensitivity and importance 
of data protection, prioritizing it to the top 
of the list is a must.

 

B. DISTRIBUTING 
APPLICATIONS
With a high-performance network in place, 
enterprises can efficiently distribute their 
applications and data to meet performance 
goals. Public Cloud represents an 
opportunity for Cloud-native apps, however 
placing traditional enterprise apps in the 
Cloud might prove to be more challenging. 
It is important to have a full understanding 
of how an application works, and how it 
is going to perform in the Cloud. Moving 
existing applications to the Cloud does 
not happen overnight. In most cases the IT 
department will have to manage a couple 
of environments. Thus, having a codiefied 
strategy document as to how to manage 
and secure applications is critical. 

It is also important to have consistency 
across public and on-premise deployments 

to get the true benefits of a Hybrid Cloud, 
while minimizing complexity and risks. 
In this case consistency means having a 
familiar environment for developers to build 
up applications and services and having in 
place common management tools which 
allow professionals to choose where to 
store the data based on needs. Moreover, 
consistency means allowing users a single 
identity across the environments while still 
have the data protected.

Mission critical vs non- mission 
critical

As a first step, it is crucial to get proper 
understanding which of the business 
applications are critical, and which ones 
have only a secondary importance. It is 
more and more common for organizations 
to turn to the public Cloud for hosting 
mission-critical solutions. However, it is 
recommended to start migration with less 
business relevant apps and only afterwards 
move those, that are the most critical.  Once 
applications are evaluated, it is time to 
choose the deployment approach.

SaaS/PaaS/IaaS – which model 
to deploy

To determine the appropriate model of 
Cloud services to use, businesses should 
consider the value proposition of each of 
the three alternatives :

• SaaS software distribution model can 
be a great starting point.  It is always 
worth evaluating the Cloud marketplace 
first and try to find an existing 
application suitable for your business 
needs. However, SaaS deployment  
have potential disadvantages, such as: 
little to no customization possible and 
automatic software updates by provider. 
For these reasons, companies typically 
see SaaS solutions getting adopted 
primarily in non-mission-critical areas. 

• PaaS model represents the smallest 
segment of the public marketplace and 
iis still under ongoing development. It is 
mostly a choice for proprietary in-house  
applications or for open-source solutions 
where the organization has access to the 
source code. However, many platforms 
have out-of-date runtimes or are unable 
to add third-party or custom libraries 
to the platform, which makes broad 
enterprise adoption challenging.
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• IaaS is the most flexible model out of 
these three tiers and it is suitable for 
most on-premise workloads that can be 
virtualized. With the IaaS deployment 
model there is no need to buy, 
manage and support the underlying 
infrastructure, which means that it is 
easier, faster and more cost-efficient to 
operate a workload.

At the end of the day, it is important to keep 
in mind, that each of these deployment 
models brings varying levels of management 
tasks that businesses will need to perform, 
and each comes with trade-offs in the areas 
of control and choice.

C. LEVERAGING 
VARIOUS CLOUDS
Switching to multiple Cloud providers allows 
businesses to become more responsive 
and adaptable to business needs. With 
the democratization of technology, many 
businesses have already invested in at least 
a single Cloud provider. Partnering closely 
with one vendor gives the company a 
chance to learn their service offerings and 
build competitive advantage. However,  the 
Cloud providers market is expanding on 
both the technology and business fronts 
with plenty of platform offerings, and 
more and more businesses are considering 
a multi vendor strategy. Such forward 
thinking gives businesses the opportunity 
to match each application with the most 
appropriate provider. This is mostly the case 
for businesses who are turning to the Cloud 
for new solutions, rather than considering 
large scale migration of all their Cloud 
applications from one provider to another. 

One of the reasons, why organizations 
switch to multiple Cloud providers is to 
avoid the risks associated with having a 
single strategic provider in place, such as 
unavailability of some solutions, provider 
lock-in or sub optimal applications 
placement. Also, switching to multiple 
Cloud providers allows businesses to 

become more responsive and adaptable to 
changing business needs. In other words, 
using a multiple vendor approach enables 
businesses to leverage discounts and cost 
saving opportunities, align to existing 
investments, achieve portability and develop 
an exit strategy, as well as enabling closer 
integration with the preferred ecosystem. 

Create a multi-provider design 
approach

While settling for multiple off-premise 
solution providers, organisations should 
firstly decide on an approach as to how they 
intend to use these solutions. Three most 
common approaches to this problem are:

1. Distribute different workloads to 
different Cloud providers. For example, 
a business decides to deploy high 
performance solutions on AWS, while 
use Microsoft Azure for messaging and 
collaboration workloads.

2. Deploy the same workloads across 
multiple Cloud providers. This is a 
more complex approach, which helps 
businesses to avoid lock-in and mitigate 
risks from a potential outage at any 
single Cloud provider. 

3. Deploy one provider for production, 
and another one for disaster recovery. 
This is a very complex and not very 
common approach, where all the 
business workloads are done by one 
main provider, but the company in 
parallel develops a second deployment 
that can be used as a disaster recovery 
solution. This approach is most viable 
for businesses leveraging a cross-
connect solution, such as Microsoft 
Azure ExpressRoute.

No matter which of the above mentioned 
approaches a business chooses, it is 
important to efficiently architect the 
networking and connectivity components.

Develop a management 
strategy, and broker Cloud 
services to the business

Individually, the public Cloud, private Cloud and dedicated servers can stand on 
their own legs as valuable architecture. But what our customers have found is that 
when it comes to the Cloud, ‘one size fits all’ no longer applies. There are few steps 
enterprises need to take to successfully integrate Cloud with on-premise resources: 
optimize the network, distributed applications, and leverage Cloud service providers.   

Multi provide deployment makes the whole 
Cloud management process more complex 
and introduces a new set of requirements. 
Thus, it is important to develop a Cloud 
management strategy, which will help 
businesses to avoid failures that are likely 
to result in new tools and in unwanted 
additional expenses. While leveraging a 
Hybrid Cloud approach, businesses should 
be able to compare public Cloud providers 
and make recommendations for application 
placement.

Managing operations, maximizing 
resources, and executing projects in Cloud  
environments with multiple providers is a 
stress point for internal IT departments. This 
is mostly due to the lack of experience, loss 
of visibility and control as there is no single 
touch point for deployments. In addition, 
concerns over data security, integrity and 
availability of Public Cloud, as well as the 
lack of end-to-end service level agreement 
(SLA) support for Cloud services limits 
the full realization of benefits from Cloud 
solutions. Many companies start to take 
notice of Cloud service providers who 
are integrating application deployment 
and management across on-premise and 
Cloud environments. Having a partner who 
will design, integrate and manage Hybrid 
Cloud services with multiple providers 
while maximizing its benefits has become a 
must nowadays. With the right technology 
partner, achieving both efficiency and 
innovation in all the business domains and 
applications across the entire portfolio is 
much easier. 

Tata Communications enables integration 
of Hybrid Cloud services which are totally 
secure and helps you to seamlessly manage 
public and private Clouds. Tata offers 
complete end-to-end managed services 
which will redefine Cloud strategy by 
giving you access to the right expertise, 
infrastructure, and control to fuel growth 
with a lower total cost of ownership and 
improved performance. IZO Private Cloud 
provides an intermediary step between in-
house and public Cloud, helping enterprises 
begin their Cloud journey safely and 
securely.



S M A R T 
H Y B R I D  C L O U D 
M A N A G E M E N T

PROVIDING RELIABILITY AND PREDICTABILITY

Your network should be as 
flexible as your business 
strategy

Technology is accelerating the pace of 
change in business and digital transformation 
is driving Cloud as the default deployment 
model for enterprises looking to adapt to new 
market realities. However, the path towards  
business infrastructure transformation 
can be complex, resulting in high costs, 
poor performance and security issues that 
should not be overlooked. For example, 
sending data over the open internet does 
not just make enterprises vulnerable, but 
also compromises their network integrity.

Gartner estimates that the predicted 
compound annual growth rate for 
bandwidth by the end of 2017 will be 28%. 
Moreover, 72% of businesses polled by 
Harvard Business Review expect half their 
workloads to be in the Cloud within that 
same timeframe. Also taking into account 
that a third of the world’s workforce is now 
likely to be working remotely and the need 
for a scalable, reliable network is more than 
understandable.
 
To maximize value from Cloud, enterprises 
really need an end-to-end network-to Cloud-
to applications strategy, which requires the 
best network connectivity model and service 
provider to ensure optimal performance, 
reliability and network security. 

Highly demanding resource services 
delivering Big Data, Cloud, mobility, 
collaboration and video are just some of the 
drivers that make connectivity a key factor 
when talking about Cloud technologies. As 
it turns out, the solution to meet dynamic 
business demands lies in identifying the 
most efficient hybrid Cloud architecture 

and then securing the bilateral data flow 
using a highly predictable, reliable and 
secure network. This is one of the top 
priorities enterprises must examine in order 
to address the tougher challenges their 
systems are facing every day

What if you’re Cloud-ready, but 
your network Isn’t

Public-Cloud providers have grown in 
popularity over the past decade, and 
enterprise adoption of Cloud services and 
infrastructure has exploded. According to 
the 2017 RightScale Survey, a remarkable 
85 percent of organizations have a 
strategy for using multiple Clouds. These 
enterprises have been focused on digital 
transformation for the past five years and 
are generally feeling enthusiastic about 
where they are currently. Nonetheless, as 
these Cloud strategies evolve, their network 
connectivity strategies must also evolve.

The Cloud promise is real, but the reality is 
that many organizations with cutting-edge 
Cloud computing strategies have networks 
that are stuck way back in the early 2000s, 
which means they won’t be able to unlock 
the superior speed and performance from 
the Cloud. Gartner expects that 50 percent 
of Cloud deployments will suffer from 
business-impacting performance issues, 
requiring extensive network redesign.

By 2019, 30% of enterprise 
public cloud connections will be 
non-Internet-based, through 
cloud interconnects or direct 
WAN connectivity, up 
from approximately 5% today. 
(Gartner)

The path towards a business 
infrastructure transformation can be 
complex, resulting in high costs, poor 
performance and security issues that 
should not be overlooked.
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The SMART Hybrid Cloud approach takes advantage of the Cloud and 
existing applications and infrastructure to innovate automate and increase 
the speed of business. 

Software-Defined WAN 
reshapes networking strategies

As enterprise networks become more com-
plex and unpredictable — stemming from 
increased mobility, Cloud technology, the 
proliferation of applications and multiple 
app delivery models — IT departments 
struggle to react. To keep up, IT needs to 
fundamentally rethink its approach to net-
working.

While SD-WAN technologies are relatively 
new, they are being adopted at a breakneck 
pace, with IDC forecasting that the SD-WAN 
market will grow to $6 billion by 2020. The 
technology offers multiple advantages to 
the enterprise:

• Speedy provisioning: If time is money, 
then organizations should be eager to 
adopt SD-WAN. According to Gartner 
analysts, early adopters of these solu-
tions have reduced the time it takes to 
provision branch-office networks by 50 
to 80 percent.

• Improved reliability: Command 
line-driven, device-based approaches 
are inherently brittle and can cause net-
works to fail. SD-WAN improves reliabil-
ity by scaling back network complexity, 
reducing the chance for errors and au-
tomating many manual configuration 
tasks.

• Increased performance: SD-WAN solu-
tions let enterprises unlock faster Cloud 
application performance through sim-
plicity, scalability and high availability. 
An ideal SD-WAN solution also offers 
WAN optimization to improve applica-
tion performance and employee pro-
ductivity.

• Reduced costs: Organizations can save 
on hardware, software and IT resourc-
es, especially in branch offices, by lev-
eraging zero-touch provisioning and 
automation. Additionally, many can see 
significant savings by embracing hybrid 
WANs.

How to pick the right SD-WAN 
solution

Once you understand the benefits an SD-
WAN solution can bring to the enterprise, 
how do you go about actually selecting one 
from the growing vendor landscape?

When assessing SD-WANs, it’s important 
to weigh individual features and benefits 
against the broader capabilities that the of-
fering must deliver to fulfill the promise of 
reduced complexity and higher speed and 
performance.

Recognized as a Leader for Network Ser-
vices in 2017 by Gartner’s Magic Quadrant, 
TATA continues to invest in a broad range 
of service expansions reflecting the compa-
ny’s on-going strategy to introduce new ad-
vanced managed services built on its strong 
network presence in the emerging and de-
veloped markets, including its portfolio of 
IP, Cloud enablement and unified commu-
nications services, and a range of strategic 
partnerships. It strives to make the Internet 
fit for business on a global scale through the 
creation of an open infrastructure, partner 
ecosystem and platforms such as Global SIP 
Connect and our flagship IZO™ Cloud ena-
blement platform which also includes IZO™ 
SDWAN and enable our customers to stay 
competitive in today’s digital age.

What does the future hold?

A SMART Hybrid Cloud approach can take 
advantage of the Cloud and their existing 
applications and infrastructure to innovate 
automate and increase the speed of busi-
ness. 

According to a recent report by Interna-
tional Data Corporation (IDC), Cloud IT in-
frastructure spending is predicted to grow 
at a compounded annual growth rate of 
15.6 percent reaching $54.6 billion by 2019, 
accounting for 46.5 percent of the total 
spending on IT infrastructure. At the same 
time, spending on non-Cloud IT infrastruc-
ture will decline at a -1.4 percent CAGR (In-
dustry Trend). 

This is a very strong indicator that business 
processes are becoming increasingly reli-
ant on external Cloud services.  Moreover, 
highly scalable networks, load balancing ca-
pabilities, and the ability to provide failover 
makes Cloud computing services highly reli-
able. By outsourcing IT services to third par-
ty providers, companies can focus more on 
their core business.
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S E C U R I T Y  A S  A  D E C I D I N G 
S T R AT E G Y  FA C T O R

HYRID CLOUD

However, there’s a common concern felt 
among almost all companies, and that is if 
staying secure and private is an attainable 
reality or if they are putting their business at 
risk by transitioning workloads to the Cloud. 
Privacy and security concerns seem to be 
keeping business owners awake at night. 
In fact, these are traditionally the main two 
reasons listed as the first barrier for Cloud 
adoption. According to the survey IT as a 
service: From build to consume (McKinsey, 
2016) security and compliance are the 
primary considerations when choosing a 
solutions provider, above any other benefit 
that the Cloud can bring - such as lowering 
costs or time to market.

Data security is not just a barrier for Cloud 
adoption, but a major deciding factor in an 
enterprise’s Cloud strategy too. Especially 
when talking of complex enterprise 
environments, security can’t be treated as 
an afterthought. It is crucial for companies 
to understand what type of data they have 
and, most importantly, what is the value of 
that data. Recognizing this will help set the 
overall Cloud strategy – own data center/
IT environment, Cloud only, hybrid or a 3rd 
party security company SLA - to secure 
against security threats and breaches. 
 
It is all about making a call between what 
is an acceptable amount of convenience 
for your business versus an acceptable 
amount of risk when it comes to access 
to applications and data. That is why a 
highly-secure, fully-managed private Cloud 
that gives the CIO maximum control over 
applications and data, and the ability to mix 

the private Cloud set-up with public and on-
premise systems, is often the best option. 

When you move some workloads to the 
Cloud, you need a clear view of security. A 
Hybrid Cloud that doesn’t add vulnerabilities 
but strengthens your company’s security 
posture and offers you extra layers of 
security to your infrastructure, as well 
as advanced controls to handle complex 
environments with different regulations 
and multiple end-users accessing across 
disparate devices and locations.
 

A. RISK
 ASSESSMENT
Fast developments in technology and the 
Cloud mean big opportunities for businesses 
to grow and expand significantly, and 
arguably contributes to increased security 
risks. Considering that all sensitive data is 
at risk on a constant basis regardless of the 
IT approach a company takes, it is worth 
asking what vulnerabilities your current 
system infrastructure has.

Companies are under persistent attack 
and threats to enterprise properties are 
becoming more sophisticated. Cyber 
criminals specifically target the weakest link 
within companies, often employees who 
do not understand the risks to which they 
are exposed, and use a mix of advanced 
methods to draw information from multiple 
sources, such as: 

Drivers for adopting and using Cloud are various. Usually businesses and IT managers 
first look at the scalability, efficiency and speed which agile infrastructure provides 
as the top considerations for adoption. The selection of the right Cloud model 
and configuration, on the other hand, is very much dependant on the size of the 
organisation and the company’s own IT capabilities, resulting in a wide range of 
possibilities and different Cloud roadmaps which companies are taking. 

 
• Deploying legitimate software onto 

compromised computers to continue 
their attacks without risking discovery

• Building custom attack software inside 
their victim’s network

• Using stolen email accounts to spear-
phish their next corporate victim

indicates that most organisations will 
suffer a breach at some point, and damage 
minimisation depends on fast deployment 
of a robust strategy. In other words, it’s 
no longer about whether or not you get 
breached, but how you respond when it 
happens

External agents can expose your critical 
networks to serious breaches that disrupt 
your services, and put your customers at 
risk. If your organization is considering 
moving workloads to the Cloud, to purchase 
or deploy Cloud services, you should 
understand your risk of exposure in critical 
applications and measure security controls 
and processes against industry practices.

Vulnerability assessment and 
penetration testing: How Tata 
Communications does managed 
security

Tata Communications’ Vulnerability Assess-
ment and Penetration Testing services safe-
guard you from these threats. We help you 
detect and remove hazards on networks 
and web applications, before they develop.



Companies are under persistent attack and 
threats to enterprise properties are becom-
ing more sophisticated. Cyber criminals 
specifically target the weakest link within 
companies, often employees who do not 
understand the risks to which they are ex-
posed, and use a mix of advanced methods 
to draw information from multiple sources, 
such as: 

• Deploying legitimate software onto 
compromised computers to continue 
their attacks without risking discovery

• Building custom attack software inside 
their victim’s network

• Using stolen email accounts to spear-
phish their next corporate victim

Key network vulnerability 
management and testing 
features

• Accurately detect vulnerabilities 
through rapid network mapping and 
regular, scheduled scans across all of 
your devices

• Test for and identify emerging network 
vulnerabilities to prevent external agents 
from accessing them

Key network vulnerability 
management and testing 
features

• Proactively discover vulnerabilities in 
web applications using authenticated 
and un-authenticated scanning, pro-
tecting your brand and your visitors

• Continually test for application vulnera-
bilities using a Cloud based model that 
won’t interrupt your services

Notable business benefits

• Utilise SaaS Cloud model without instal-
lation or download requirements

• Seamlessly integrate with SIEM and 
WAF

• Customise our services, or select a pack-
age that best suits your needs

• Reduce security overheads, and max-
imise your existing infrastructure and 
resources

• Access best-in-class reporting and rec-
ommendations, on par with industry 
leaders

• Gain unlimited access to our profession-
al, certified security team online, and 
over the phone

What is SMART hybrid cloud

The ABC of SMART 
infrastructure and business 
management

Providing reliability and 
predictability with SMART 
hybrid cloud management

Hybrid cloud security as a 
deciding strategy factor

Conclusion



`

P R A C T I C A L 
U S E  C A S E
COMPLIANCE DRIVEN DEPLOYMENT

When operating in strictly regulated industries, 
such as financial or healthcare, organizations 

typically want to offload non-critical instances 
on Public Cloud. Tata Communications can help 
enterprises with the integration with Microsoft 

Azure service and benefit from best pricing 
model from Microsoft. 

Tata Communications IPC team will facilitate in 
setting up this Hybrid Model using the existing 
ExpressRoute NNI with Microsoft. Solutions like 
SAP HANA, ADFS can also be implemented on 

this setup. 



After all, companies deal with huge amounts of information, numerous 
log-in credentials or work apps with different requirements, and often 
employees feel that need to be compliant with cumbersome and inefficient 
data security processes. Ultimately, this creates favourable conditions for 
accidents or misuse.

B. GOVERNANCE & 
COMPLIANCE
In many organizations, it is no longer enough 
just to control access. Organizations can 
do a much better job at minimizing this 
risk by establishing simpler and clearer 
security guidelines so that it becomes more 
comprehensible and accessible to everyone. 

It is also worth investing in communicating 
what is expected from employees and 
providing practical education as to how 
to be safe while staying productive. Often, 
workers feel that there is a better, less 
tedious way of getting their job done and 
find security workarounds that are a great 
risk to their organizations’ safety. A Dell 
study found that ninety-one percent of 
workers feel their work productivity is 
negatively impacted by security measures 
their employer has put in place.

Cyber security is everyone’s business 
and organizations need to strike the 
right balance by putting in place security 
programs that include a mixture of training, 
policy and technology solutions that can 
address insider threats before they become 
a major issue. 

Enterprises must also be aware of how 
access is being controlled and be able to 
report on how access is being granted and 
used. In other words, you often need to 
know: 
 
• How data is classified and stored. 
• Who has access to that data. 
• How or why they were granted access 

(or who granted it). 
• How, when, and where they have used 

their access. 

This rationalized thinking goes beyond just 
setting up a few access control lists (ACLs), 
but involves being able to use policy-based 
tools for provisioning and access control, 
being able to audit and report, and being 
able to be both flexible and controlled at 
the same time. 

The common term for this kind of approach 
is access governance, and it’s usually 
considered part of the bigger compliance 
picture.

Access governance is not a single product, 
nor is compliance something you can 
purchase in a retail box, but Microsoft has 
introduced new software and services 

to enable you to move to an effective 
governance model and help you achieve 
compliance goals. These tools include 
Microsoft BHOLD Suite Service Pack 1 (SP1) 
and features in Azure AD, especially Azure 
AD Premium.  

C. MANAGING 
ENTITLEMENTS
As enterprises’ IT infrastructure grows 
bigger and embraces digital business 
innovation, identity management becomes  
exhausting work. After all, companies 
deal with huge amounts of information, 
numerous log-in credentials or work apps 
with different requirements, and often 
employees feel that need to be compliant 
with cumbersome and inefficient data 
security processes. Ultimately, this creates 
favourable conditions for accidents or 
misuse.

In this regard, identity is an enabler of secure 
innovation. For customers, it is important 
to have a strong identity-driven security 
system that protects them at the front door, 
against potential malicious behavior or user 
mistakes that could compromise data and 
that is able to detect any threats before 
they cause damage.

To reduce the risk, organizations try to 
minimize the number of employees who 
have access to critical information or 
resources, what level of access is granted to 
them, to what information and from what 
locations and devices they can log in. These 
are all critical elements that need to be 
considered for a solid security policy. 

So much concern over identity management 
would seem to dictate the need for a 
separate identity management database 
and correlation engine. An option might be 
to define the fraud management system 
as the preferred location for this. There 
might be also be a requirement to manage 
other forms of verification in the fraud 
management system, to authenticate user 
identity. This is now a common feature in 
online commerce sites and search engines.

Under this approach, the fraud management 
system might perform some form of identity 
look-up capability, such that customer IDs 
and third-party interaction histories can 
be analysed, to establish association. This 
is useful, particularly when dealing with 
organised crime.

What is SMART hybrid cloud

The ABC of SMART 
infrastructure and business 
management

Providing reliability and 
predictability with SMART 
hybrid cloud management

Hybrid cloud security as a 
deciding strategy factor

Conclusion



Microsoft Active Directory

Microsoft Active Directory provides 
a comprehensive identity and access 
management solution for the Cloud, 
making it easy to build policy-based 
identity management into applications, for 
use across multiple devices. Multi-factor 
authentication, which can be used for 
both on-premise and Cloud applications, 
reduces organizational risk and helps 
enable regulatory compliance by providing 
an extra layer of authentication, in addition 
to a user’s account credentials, to secure 
employee, customer, and partner access.

Microsoft administrative operations, 
including system access, are logged to 
provide an audit trail if unauthorized or 
accidental changes are made. Customers 
can request reports from Microsoft that 
provide information about user access to 
their environments.

D. DEVICES
IIn many organisations, the digital economy 
has revolutionized companies’ business IT 
and it is also impacting the workplace as 
much as other organizational structures. 
Employees have evolved into a mobile 
workforce that increasingly uses multiple 
apps and devices that don’t always belong 
to their organizations, but they still handle 
internal operating systems and legacy 
applications.

Mobility boosts employee productivity and 
organisational agility. For that reason, many 
organisations are already well on their way 

to mobilising their workforce: it has been 
estimated that up to 45% of enterprise 
employees can now be categorised as 
‘anytime, anywhere’.

To respond to this demand, companies 
need an integrated mobility solution that 
provides security across multiple system 
layers and enables them to manage a 
secure employee use of Cloud applications, 
all while maintaining user freedom.
Users want to be able to access their 
information on their own devices, but the 
company must ensure that corporate 
compliance policies are followed.

Managing device security is key 
to enterprise mobility
Enterprises need a solid protection across 
their entire infrastructure network, with 
every one of the devices their employees 
use and all the application services they 
work with on daily basis.

In general, fraud attacks and network 
service abuse result from poorly protected 
services, so logically if a service is well 
protected it loses its appeal from the 
perspective of a hacker or fraudster. This 
means that a combination of systemized 
detection and protection, together with 
best practices must take equal account 
of both traditional fraud and new security 
protection measures. 

New vulnerabilities include a growing trend 
towards malware attacks on smartphones 
and tablet devices. Mobile apps represent a 
source of such attacks. Infected applications, 
rather than browser-based downloads, are 
likely to be the main source of problems. 
Unauthorized app stores, which may not 

be monitored properly, are likely to be a 
common source of mobile malware. 

Managing device security is key 
to enterprise mobility

Tata Communications offers both 
premise-based and Cloud-based security 
solutions for organizations of all sizes. 
Tata Communications’ security solutions 
enable companies to find the right balance 
between cost, performance and operational 
objectives with a solution tailored to their 
unique technology requirements. (source)

With so much complexity to manage, does 
it makes sense to invest in in-house tools 
at all? The availability of comprehensive 
managed security services and fraud 
protection hosted in the Cloud provides new 
options for virtual and managed solutions 
or combinations of in-house and managed 
service options. A significant advantage 
of a third party managed approach is the 
24-hour nature of the protection being 
provided, as well as removal of the need 
to try and keep up with new systems, new 
techniques and new technology updates.    

From the perspective of a network 
operators’ security and fraud teams, there 
is a requirement for constant training and 
re-training in securing the network, a need 
to review task automation, in order to 
relieve excessive workloads and the need to 
ensure effective workflow management and 
division of tasks across the team, separating 
analysis and detection on the one hand 
from post-detection case management for 
example. 



F I N D I N G  T H E 
R I G H T  F I T  F O R 
YO U R  B U S I N E S S

CONCLUSION

At Tata Communications we understand 
that you need to be digital to thrive in the 
platform economy and taking a digital-first 
approach is not just about incorporating 
new technologies to digitize old processes. 
It is a profound organizational shift that also 
requires adapting to a new IT reality.

We play a significant role in enabling a 
world of digital transformation by helping 
our customers achieve the full potential 
of digital technologies supported by 
the strength and reliability of one of the 
strongest global networks available. 

We’re finding that there’s a real shift in 
how companies are approaching their IT 
and information systems. Regardless of the 
industry, today we are really looking at the 
business model from the digital journey 
perspective and enterprises no longer 
hesitate about the strategic importance of 
undergoing an uplift in the IT and telecom 
infrastructure to take their business to the 
next level.

Cutting-edge Cloud technology 
is making headway in laying the 
foundations for the next generation 
of digital businesses. 




