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TATA COMMUNICATIONS’ CONSISTENT 

PROTECTION ASSURES SOUND WEB SECURITY

EMBEDDING FLEXIBLE WORKING 
WORLDWIDE 

With more than 17,000 employees across the Americas, 
Europe, the Middle East and Asia Pacific, the company’s 
corporate business apps are centrally hosted at a data centre 
in southern India, with disaster recovery facilities located 
hundreds of kilometres away. All employees must be able to 
securely access collaboration tools on the move, working from 
home or at clients’ premises at any time and from any corner 
of the globe. Real-time access to information is crucial to 
client service.

Many business applications had become available as software-
as-a-service and on mobile devices. Employees accessing 
critical business applications from outside the network made 
it more prone to security breaches. An enterprise-wide 
programme to extend the company’s flexible working ethos 
to match its clients’ needs for agility and speed of response 
meant it had to address ever-growing cyberthreats.

About the company
A leading provider of 
transformative end-to-end 
IT solutions for Global 1000 
companies, this organisation’s 
client-centric engagement model 
combines onsite resources with 
the cost and quality advantages 
of offshore operations. 
Commitment to long-term 
customer success empowers 
every one of its associates to 
provide value and flexibility 
beyond the contract. 

17,000+  
employees

10,000 flexible 
workers protected

Zero impact  
on network 

performance

20 – 30%   
CapEx saving

“As a service-oriented company we 
handle a lot of customer data, so security 
is our utmost business priority.”
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ON-PREMISE SECURITY LOOPHOLES 
AND OVERHEADS 

Existing web security arrangements used on-premise 
appliances. This legacy infrastructure was cumbersome 
and expensive to run with an inflexible licensing model 
and the constant need to apply patches and upgrades. 
The growing array of devices and ISPs meant staying on 
top of potential security vulnerabilities was ever more 
complex.

One of the company’s IT infrastructure systems architects 
takes up the story: “With our on-premise solution we had 
to accommodate and manage hardware in all locations 
including a growing number of sales offices worldwide. 
The overhead of deploying security policies consistently 
across multiple devices was becoming onerous. We had 
to find a better way.”

FULLY MANAGED CLOUD-BASED WEB 
SECURITY

Along with the day-to-day complexity of managing 
a distributed on-premise web security solution, the 
company faced the added cost of upgrading its in-house 
security software at least every three years. It concluded 
a cloud-based managed security service would be more 
agile and cost effective to better serve its future needs.

“Now with the Tata Communications vProxy service we can deploy 
the same security policies for all of our locations and users worldwide 
with just a single click.”

Cyberthreats are on the increase. Firewall and intrusion 
detection systems may offer some protection against 
external incursions, but don’t always guard against 
application-level attacks. In addition to physical blocking, 
security solutions need to keep ahead of emerging 
threats and offer visibility and control for a safe web 
environment.

The company evaluated several options before choosing 
a managed virtual proxy service (vProxy) from Tata 
Communications. This is provided in association with 
Zscaler, a leading global cloud-based information security 
specialist.

Providing almost infallible checkpoints between the 
company’s network and the Internet, Zscaler identifies 
and blocks potential threats. No onsite hardware or 
software is needed. Processing more than 30 billion 
requests a day across a network of 100 global data 
centres for its customers, Zscaler decompresses the entire 
file and scans it for malicious content before it reaches 
the end user. There’s no delay. Each time a new threat is 
detected by any customer it’s immediately blocked for 
everyone.

“Now with Tata Communications’ vProxy we can deploy 
the same security policies for all our locations and 
users worldwide with just a single click,” says the IT 
infrastructure systems architect.



DEPLOYMENT EXTENDED AFTER EARLY 
SUCCESS

Tata Communications’ vProxy service employs integrated security 
functionality to ensure users remain within corporate policies and 
are protected from external threats, without impacting network 
performance. Initially deployed for 12,000 users, such was the impact 
that the number of licences increased to 15,000 within 24 months.

The solution checks all web requests and responses and logs complete 
transaction details. Collected data is used to create real-time reports. 
These provide full visibility of traffic and help determine whether 
existing controls are effective, and whether additional controls could 
be advantageous. All user access to the Internet is authenticated too.

Providing required bandwidth for the business websites was another 
requirement. This was handled by deploying the bandwidth control 
module in the vProxy service. SSL interception of HTTPS sites 
prevents connections to Internet-based anonymous proxy systems. 
The company deploys all vProxy access models. Some global locations 
use transparent proxy tunnelling, while others use a combination of 
GRE tunnel and proxy PAC file. This gives better control of network 
traffic to the Internet or custom VPN boxes.

FREEING PEOPLE TO FOCUS ON STRATEGIC 
INITIATIVES

As a fully-managed service, oversight of Internet policies and 
reporting happens through a single centralised portal. This helps 
ensure consistent protection for all users everywhere. The service is 
underpinned by 24/7 support. Tata Communications also provides 
direct access to Zscaler support to deal with complex service issues.

The head of IT says: “Being a service-oriented organisation, we handle 
a lot of customer data, so security is our utmost priority. Only with 
protection from malware and threats can we sustain our business 
model. The Tata Communications vProxy service assures that.”

Another advantage is that there’s no requirement for substantial 
upfront capital investment, saving some 20 to 30 percent on the 
CapEx budget. The service is supplied on a flexible per-user pricing 
basis. In addition, time is freed-up for people to focus on more 
strategic IT initiatives. “We’re now evaluating the Zscaler App so 
roaming devices can be protected by the same Tata Communications 
web security,” concludes the head of IT.

“Only through protection from malware and threats can we sustain our 
business model. The Tata Communications vProxy service assures that.”

www.tatacommunications.com
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ABOUT THE TATA 
COMMUNICATIONS VIRTUAL 
PROXY SERVICE

The vProxy service, powered by Zscaler, 
provides a vital enterprise protection 
layer. It delivers full network visibility 
and application level protection as well 
as granular control over WAN traffic 
security and performance. Offering 
forward proxy capabilities to combat 
viruses, malware, spyware and dark 
URLs, it also prevents data leakage. 
It can distinguish between valid and 
malicious content to ward off DDoS 
attacks while letting legitimate traffic 
flow through. 

Find out more at: https://www.
tatacommunications.com/sites/
default/files/MSS_vProxy_Datasheet_
final_17Sep2014.pdf

https://twitter.com/tata_comm
https://facebook.com/TataCommunications
https://www.linkedin.com/company/tata-communication
https://youtube.com/tatacomms
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