
Many potential attacks       
dealt with in 6 months

9 out of 10        
service rating

2-phase dual-mode       
delivery model

Full corporate architecture          
integration

“WHERE CAN WE FIND CYBERSECURITY SYSTEMS 
COMBINING GLOBAL CREDENTIALS WITH LOCAL 
ACCREDITATION?” QUERIED LEADING ONLINE 
BROKER.

TATA COMMUNICATIONS’ MANAGED HYBRID DDOS SOLUTION 
WON COMPLETE CONFIDENCE FROM ALL STAKEHOLDERS.

“The comprehensiveness of the solution and the advanced systems integration 

skills offered were the most important factors in our decision to adopt a managed 

DDoS protection system from Tata Communications.”

Akhil Wadhavkar, Chief Information Security Officer (CISO)

CHALLENGE
Sharekhan wanted ways to 
defend its network/systems 

against DDoS attacks at Layers 
3, 4 and 7. As part of BNP 

Paribas since 2016, the system 
would have to be compatible 

with the parent company’s 
security architecture, while 

meeting RBI and SEBI 
regulatory controls.

SOLUTION
The company chose a managed 

hybrid on-premise/cloud 
DDoS protection system from 
Tata Communications, which 

helped it protect its customers’ 
online trading activities, 

while preserving the integrity 
of its entire cybersecurity 

architecture.

RESULTS
In a two-phase implementation, 

deployment and monitoring 
would be followed by full attack-
blocking mode. In the first phase, 
Sharekhan succeeded in dealing 

with many DDoS attack signatures 
in six months. The company can 
now offer strong cybersecurity 

assurances.



DDOS ATTACKS COULD COMPROMISE 
CUSTOMERS’ ONLINE TRADING ACTIVITIES 

Tata Communications’ managed DDoS solution fully aligned 
with RBI and SEBI regulatory controls

TREADING A FINE CORPORATE 
COMPATIBILITY LINE

“The hybrid DDoS protection service from 
Tata Communications ticked all the boxes. 
Whether local, corporate, technical, ease-
of-use or ease-of-implementation, all 
bases were comprehensively covered.”

Akhil Wadhavkar, Chief Information Security Officer (CISO) 

Hybrid DDoS architecture 
(only one data centre shown)

About Sharekhan

Founded in 2000, and a subsidiary of BNP Paribas since November 2016, Sharekhan was one of the first to offer online 
trading in India. With 4,800 employees, 1.6 million customers, 153 branches and more than 2,400 business partners 
across over 575 locations, it’s one of the largest brokers in India, executing over 400,000 trades daily on average.

Twin firewalls

Twin switches

DDoS CPE

Scrubbing farm

Twin routers

Close-to-home DDoS defence 

In 2019, The Economic Times reported that of India’s total economy the 
digital element comprised 15 per cent and was expected to reach 20 
per cent by 2024. With more than 120 recognised major data centres 
and cloud platforms, the data generation growth rate is running at over 
35 per cent. That’s fertile ground for rising data leakage, ransomware, 
system intrusions and distributed denial of service (DDoS) threats.

Against that background, Sharekhan looked at ways to defend itself 
against DDoS attacks, which have the potential to heavily compromise 
its customers’ online trading activities. As part of BNP Paribas since 
November 2016, the system selected would have to be fully compatible 
with the new parent company’s cybersecurity architecture, while at the 
same time meeting local RBI and SEBI regulatory controls.

A managed hybrid on-premise/cloud DDoS protection service from  
the Tata Communications managed security services (MSS) portfolio 
was chosen. The comprehensiveness of the solution and the advanced 
system integration skills offered were important factors  
in that decision.

Connection 
to EMEA SOC



Hybrid architecture brings lightning-fast local 
response with cloud reach and scalability

HYBRID ARCHITECTURE BRINGS THE BEST OF 
CLOUD AND CPE WORLDS  
“When you’re dealing with Tata Communications, the entire organisation is fully 
aligned behind delivery to ensure project success.”

Akhil Wadhavkar, Chief Information Security Officer (CISO) 

Technological excellence counts

The choice of a Tata Communications DDoS solution wasn’t a rubber-
stamp exercise. With established corporate IT standards, BNP Paribas had 
to be assured that Sharekhan should be an exception. Validated by the 
company’s central architecture team in a review with Tata Communications, 
the technological excellence of the cybersecurity solution was matched by 
its ability to take account of local Asia Pacific circumstances.

DDoS dead in its tracks

Sharekhan has two data centres: one from Tata Communications and 
the other for disaster recovery from a second supplier. Now at the 
gateway to each data centre on the Internet-side of dual firewalls sit Tata 
Communications DDoS shielding devices.

Permanently on guard every minute of the day, when an attack is detected 
at the data centre all traffic is diverted over Tata Communications 2Gbps 
international leased lines (ILL) through the cloud to a regional scrubbing 
farm. There, benign messages are given the nod and sent safely to their 
destinations; malicious DDoS traffic is stopped dead in its tracks.

Under this hybrid combination, the CPE ensures the local response is 
lightning-fast while the cloud element offers reach and scalability.

PHASED DELIVERY ASSURES 
FINE-TUNED THREAT 
RESPONSES 

SERVICE DELIVERY

The managed DDoS service was 
delivered in two phases: deployment and 
monitoring mode as a proof of concept; 
followed by full attack-blocking mode for 
all Sharekhan websites. The first phase 
helped fine tune the software to more 
certainly recognise normal data traffic 
profiles, which makes it easier for the 
DDoS defence to pick out and react to the 
arrival of abnormal packets.

Ownership and accountability keep 
things on schedule

The only implementation problems 
occurred when it was found a third-party 
supplier’s procurement documentation 
had missed certain items. Discovered 
during the physical deployment, Tata 
Communications reacted quickly by 
providing items from its own stock to 
prevent unwarranted delays.



LEARN ABOUT
Tata Communications Managed Security Services       

SEE
Other Tata Communications case studies like this

DISCOVER
The Tata Communications Spotlight Programme 

WHAT OTHERS SAY
Gartner Peer Reviews 

Review 1  |  Review 2  

EXPLORE OTHER WAYS WE CAN HELP

Use cases and best practices assure success

The strength of Tata Communications as a one-stop shop is even 
more important in DDoS implementations, which are seldom simple 
plug-and-play exercises. With all IT disciplines in Sharekhan involved 
in the DDoS solution, Tata Communications put specialists at their 
disposal to help guide them.

Another major advantage is that Tata Communications can 
leverage use cases and best practices learned from cybersecurity 
engagements with other customers. In the case of Sharekhan, one 
instance was guidance on automated versus semi-automated SOC 
processes in the face of more complex types of attacks.

During the first-phase deployment and monitoring mode, Sharekhan 
experienced many DDoS attack signatures in six months. Some 
were false alarms, which helped fine tune the system, but the others 
were rapidly identified and successfully repelled. The company is 
moving into full attack-blocking mode confidently able to offer 
cybersecurity assurances to all stakeholders.

“I rate Tata Communications’ service 
offer as nine out of 10, right across all the 
technologies we take from them.”

Akhil Wadhavkar, Chief Information Security Officer (CISO)

SOCIALISE
Follow us on leading social networks. Keep up 
with business and technology news and views. 
Join in the conversation. 

© 2020 Tata Communications. All Rights Reserved. TATA COMMUNICATIONS and TATA are trademarks of  
Tata Sons Private Limited in certain countries. All other trademarks are the property of their respective owners.

EFFECTIVE THREAT HANDLING 
UNQUESTIONABLY PROVED 
DURING DEPLOYMENT

SERVICE MANAGEMENT

From its own SOC in Mumbai, Tata 
Communications monitors the DDoS 
technology from cloud to network 
connections and CPE, co-operating with 
Sharekhan to provide software updates, 
maintain a view of hardware integrity, and 
offer a break-fix service should that ever 
prove necessary.

Corporate SOC overview
A Tata Communications 1Gbps ILL runs 
from each of the two Sharekhan data 
centres to the BNP Paribas corporate 
security operations centre (SOC) in EMEA. 
While DDoS monitoring and reporting 
can be viewed locally by Sharekhan, that 
information is aggregated at the BNP 
Paribas SOC to provide a company-wide 
view of cybersecurity attacks attempted 
and repelled, while providing alerts of 
new zero-day threats.

https://twitter.com/tata_comm
https://facebook.com/TataCommunications
https://www.linkedin.com/company/tata-communication
https://youtube.com/tatacomms
https://www.gartner.com/reviews/login?returnTo=%2Freviews%2Freview%2Fview%2F762209
https://www.gartner.com/reviews/login?returnTo=/reviews/review/view/1161050
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