
MANAGED HOSTING 
SERVICE LIFTS BANK’S 
WEBSITE BEDROCK 
UP TO A WHOLE NEW 
LEVEL.

CASE STUDY



RETIRING AN UNRELIABLE IN-HOUSE  

IT ESTATE, FEDERAL BANK ENTRUSTED  

ITS ENTIRE CORPORATE WEBSITE TO  

TATA COMMUNICATIONS.

BUSINESS CHALLENGE

Running its website on legacy in-house servers, with web 
connectivity from local service providers, Federal Bank started to 
encounter availability and scalability problems. With the website 
down for two or three days at a time, unacceptable in today’s 
online world, the time had come to act.

SOLUTION

Tata Communications proposed a Managed Hosting Service at 
its Chennai data centre. Including servers, switching, storage, 
backup, firewalling and Internet Services, the dedicated 
infrastructure-as-a-service platform would not be shared with 
other companies.

BENEFITS

The Tata Communications platform has achieved an availability 
greater than 99.999 per cent over a five-year period, while the 
solution’s overall security provisions have safeguarded Federal 
Bank when other financial services firms have suffered. Now, 
a disaster recovery facility in the south of India is set to assure 
regulatory compliance and further increase the resilience of the 
company’s online services.

ABOUT THE FEDERAL BANK 
LIMITED
With an 87-year-long history, 
The Federal Bank Limited is a 
major Indian commercial bank 
headquartered in Aluva, Kerala. 
It has 1,252 branches and 1,679 
ATMs. A pioneer in the use of 
technology, Federal Bank was 
among the first to computerise its 
branches. Listed on the Bombay 
Stock Exchange, the New York 
Stock Exchange and the London 
Stock Exchange, it is present 
in 25 states, the Delhi National 
Capital Territory, and four Union 
Territories. 

For more information visit: 
www.federalbank.co.in

Everything 
promised 
unfailingly 
delivered 

Zero disruption 
during transition

99.999% 
availability over 

five years

Rapid recovery 
from major  

cyberattacks 

“Assured availability and price were key 
criteria in our choice of Tata Communications. 
In addition, we could opt for an infrastructure-
as-a-service architecture to allay security and 
performance concerns.”

JOHNSON K JOSE, CIO, THE FEDERAL BANK LIMITED 
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DEALING WITH UNACCEPTABLE DOWNTIME

As part of a strategy to establish itself as a financial supermarket, 
The Federal Bank Limited today offers a full range of market-
leading services like Internet banking, mobile banking, merchant 
banking and insurance.

In fact, it’s always led the field in the use of technology and, 
some 20 years ago, was one of the first in India to set up a 
transactional banking website. Back then, running an online 
presence using in-house servers and local service providers 
for web connectivity was fine. But, as traffic grew, availability 
problems started to show.

Johnson K Jose, CIO at The Federal Bank Limited, recalls: “At one 
point our website was down for three days in a row. That was 
totally unacceptable at a time when customers were starting to 
enjoy the convenience.”

DRIVING THE WEBSITE INTO THE FUTURE

Beefing-up its in-house infrastructure was certainly an option 
for Federal Bank but would come with high CapEx costs and 
the finance and resource drains of supporting everything while 
keeping it secure and up to date. The time had come to look to 
the cloud.

“Finding the ideal cloud partner was another matter entirely,” 
says Johnson. “We try to avoid infrastructure sharing. Keeping 
our servers separate from those in use by other companies 
reduces security risks while allowing closer performance control.”

From a shortlist of three potential vendors, a Managed Hosting 
Service from Tata Communications was chosen as a home for 
the machinery that would drive the Federal Bank website into 
the future. “Assured availability and price were key criteria in our 
choice of Tata Communications,” says Johnson. “In addition, we 
could opt for an infrastructure-as-a-service architecture to allay 
security and performance concerns.”

“We have prior experience 
of working with Tata 
Communications and 
we know anything they 
promise they’ll deliver. 
That’s what makes them 
different.” 
 
JOHNSON K JOSE, CIO  
THE FEDERAL BANK LIMITED



AN HONEST AND RELIABLE PARTNER

In a classic infrastructure-as-a-service (IaaS) deal, 
Federal Bank opted for physical web servers, application 
servers, database servers and staging server. Also 
included were load-balancing, switching, storage 
area network, and backup tape library. Security was 
assured by a physical firewall. Everything was hosted 
at a Tata Communications data centre in Chennai. 
Tata Communications Internet Services completed the 
package.

Careful planning saw a smooth and trouble-free 
transition from the legacy in-house environment to the 
IaaS architecture. “Tata Communications had scheduled 
in the necessary resources to achieve that seamless 
transfer,” says Johnson.

Zero disruption during the transfer, along with much 
faster web services afterward, won many plaudits from 
happy end users.

Johnson adds: “We had prior experience of working 
with Tata Communications and we know anything they 
promise they’ll deliver. Conversely, if they’re unable to 
offer something they’ll tell you; and even recommend an 
alternative supplier. That’s what makes them different.”

“Over a five-year period, we’ve seen total downtime of no more than 20 
minutes. That’s greater than 99.999 per cent availability. It’s got to put  
Tata Communications way ahead of its competitors.” 
 
JOHNSON K JOSE, CIO, THE FEDERAL BANK LIMITED

UNPARALLELED AVAILABILITY AND SECURITY

Among the many benefits of the IaaS architecture, 
availability is a standout item. “Over a five-year period, 
we’ve seen total downtime of no more than 20 minutes,” 
says Johnson. “That’s greater than 99.999 per cent 
availability. It’s got to put Tata Communications way ahead 
of its competitors.”

Another highly valuable element of the Tata 
Communications solution is the clean-pipe nature of 
the Internet Services it provides to Federal Bank. Before 
arriving at the company’s web servers, Internet traffic is 
scrubbed. Only bona fide bits and bytes get through that 
barrier; malware is stopped in its tracks.

“A major cyberattack almost crippled the banking industry 
in India,” says Johnson. “It hit us too, but we were able to 
recover much more quickly than others because of the 
protection afforded by the Tata Communications security 
shield.” 



DISASTER RECOVERY ASSURES COMPLIANCE

With online banking consumption taking off in India and becoming a 
business-critical part of the banking mix – just like in the rest of the world 
– Federal Bank also invested in a disaster recovery (DR) facility. With 
other suppliers proposing yesterday’s physical hardware solutions, Tata 
Communications stepped forward with an elegant cloud-based answer.

The Tata Communications proposal would place that facility in the south 
of India. Using some of the original servers, a virtual private data centre 
was created in Chennai while the DR was on a private cloud environment 
linked through a site-to-site Internet tunnel.

“This architecture will provide us with a state-of-the-art DR facility,” 
Johnson concludes. “It will increase the resilience of the company’s online 
presence, while assuring compliance with developing global financial 
services regulations.”

ABOUT MANAGED  
HOSTING SERVICES
Whatever an organisation’s 
size, infrastructure, or growth 
ambitions, Tata Communications 
Managed Hosting Services 
can be tailored to meet its 
exact needs. Infrastructures 
are hosted in state-of-the-art 
data centres built to TIA 942 
Tier-3 standards for enhanced 
performance and reliability. Tata 
Communications takes care of 
everything to ensure smooth, 
always-successful hosting. The 
MSOC offers 24/7/365 support, 
while delivery and management 
processes adhere to ITIL service 
delivery guidelines. 

Find out more at:  
www.tatacommunications.com/
services/cloud/infrastructure/
hosting

“This architecture will provide us with a state-of-the-art DR facility. It will 
increase the resilience of the company’s online presence, while assuring 
compliance with developing global financial services regulations.” 
 
JOHNSON K JOSE, CIO, THE FEDERAL BANK LIMITED
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